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information= https://github. com/zhujainxipan/inform
management-— 2015/5/18 | 7,920 Ctt
system—of— ation—management—system—of-students
students
https://github. com/jerryhoff/WebGoat. N
WebGoat (. Net) 2014/2/23 | 50,021 CH
ET
Windows
Presentation v7.0.9 | 1,938,664 Ct https://github. com/dotnet/wpf
Foundation (WPF)
Hackazon ¥l H
vulninjection #4%|2021/3/12 5,053 PHP  |https://github. com/rapid7/hackazon
B
Hackazon 2021/3/12 | 450,913 PHP  |https://github. com/rapid7/hackazon
WordPress 6.2.2 969, 871 PHP  |https://github. com/WordPress/WordPress
Hutool M H crypto
5.8.20 6,436 Java |https://github. com/dromara/hutool
HE
WebGoat (Java) v2023. 4 82,578 Java |https://github. com/WebGoat/WebGoat
https://github. com/OWASP—
OWASP-Benchmark 1. 2beta | 1,186,674 Java

Benchmark/BenchmarkJava
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WebGoat
v2023. 4 82,578 Java  |https://github. com/WebGoat/WebGoat
(Java)
OWASP- https://github. com/OWASP—
1. 2beta | 1,186,674 Java
Benchmark Benchmark/BenchmarkJava

3 IRV A A A



https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/dotnet/wpf
https://github.com/rapid7/hackazon
https://github.com/rapid7/hackazon
https://github.com/WordPress/WordPress
https://github.com/dromara/hutool
https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/jerryhoff/WebGoat.NET
https://github.com/raesene/bWAPP
https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava

<y el

1. FWEIKEK

1) BERZXE

SonarQube = & 3 #F Linux. MacOS. Windows & %t .

SOmar. patn. gata=/var/ Sonarquee/aata
sonar. path. temp=/var/sonarqube/temp

sonarqubé\I v  Docs10.1v

The user used to launch SonarQube must have read and write access to those directories.

Starting the web server

Homepage
Try out SonarQube The default port is 9000 and the context pathis /. These values can be changed in
<SONARQUEE_HOME >/ conf /sonar. properties
Requirements v
Setup and upgrade ~
Overview sonar. web. host=192. 168. 0. 1

sonar. web. port=80

Install the server sonar, web. context=/sonarqube
Configure and operate a server v

Install a plugin

Execute the following script to start the server
Install the server as a cluster

Configure and operate a cluster e On Linux: <SONARQUBE_HOME>/bin/linux-x86-64/sonar. sh start

Deploy on Kubernetes v « 0N MacOS: <SONARQUBE_HONE> /bin/macnss-uriversal -64/sonar. sh start
Sl LRI v » On Windows: <SONARQUBE_HONE>/bin/windows-x86-64/StartSonar. bat
Release upgrade notes

Troubleshooting You can now browse SonarQube at http://localhost:9000 & (the default system administrato

are admin/ admin
Analyzing source code v )

Bl 4 SonarQube & R F X &

2) BBUXFEF

SonarQube X #H A HMIE

wna,qub'e\'j v Docs101v Advanced installation features
* Running SonarQube as a service on Windows or Linux

* Running SonarQube behind a proxy

Homepage * Monitoring and adjusting Java process memory

Try out SonarQube

Requirements - Installing SonarQube from the Docker image
Setup and upgrade ~

SonarQube docker images support running both on the amdéd architecture and on arméid -based Apple Silicon
Overview

We recommend using Docker Engine & version 20.10 and above.

Install the server

Configure and operate a server v Follow these steps for your first installation

Install 3 plugin 1. Creating the following volumes helps prevent the loss of information when updating to a new version or

Install the server as a cluster uparading to a higher edition
Configure and operate a cluster ® sonarqube_data - contains data files, such as the embedded H2 database and Elasticsearch indexes
Deploy on Kubernetes v

® sonarqube_logs : contains SonarQube logs about access, web process, CE process, and Elasticsearch

Upgrade the server ~ q
P9 * sonarqube_extensions - will contain any plugins you install and the Oracle JDBC driver if necessary
Release Upgrade notes

Troubleshooting Create the volumes with the fellowing commands

& 5 SonarQube & &1k X ¥
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Hutool T H crypto 3k Java 6,436 8s
Hackazon 3 H vulninjection # 3 PHP 5,053 18s
information—management—-system—of—-students C# 7,920 8s
R4 TAREARDGEEREE
AT E FREE | REE | F#HEK
WebGoat (Java) Java 82,578 38s
Hackazon PHP 450,913 67s
WebGoat (.Net) C# 33,532 10s
Kb TATRHEARBEEEE
MAITE Vi & KRG E HF# K
OWASP-Benchmark Java 1,186,674 214s
WordPress PHP 969, 871 129s
Windows Presentation Foundation (WPF) C# 1,938,664 276s
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2) FHRE

(1) <=ufE#E

SonarQube A~ 3 ¥ x4 T H JE R AL % & B2 B o3 # .

(2) HA#H#E

SonarQube 7ok EH LA Y RAHFHHE, X7 2IHHFHH K.

Administration

Configuration »  Security »  Proj

n Marketplace

PRt AT Number of Workers: 1 ©

This page allows monitoring of the queus of tasks running asynchronously on the server. It also gives access to the history of finished tasks
and their status. Analysis report processing is the mest common kind of background fask. (2 Learn |

lore

0 pending O sti failing &
Status Type Only Latest Analysis  Start Date End Date
Al +| [a ~ DOYes & Sta to 4 End Reload || Reset |

Status Task D Submitter Submitted Started Finished  Duration
SUCCESS bwapp [Project Anal AYINTBloBmP A admin 2023 10349AM  10351AM  1.0458AM|  tminTs [ g |
SUCCESS (5 hutao [Project Analysis] ILBmP1a admin Seplember 25, 2023 11:41:22PM 114124 PM  11:41:48PM 238 |T
SUCCESS (= hutool-crypto [Project Analysis admin 113703PM  1137:04PM  11:3729PM 255 |L
SUCCESS fs [Project An admin 1:42:04 PM 1:42:06 PM 1:42:14 PM 7761s |T
SUCCESS va-1.2b: 11:52:07 AM 11:52:08 AM s |L
SUCCESS 5 BenchmarkJava-1.2beta [Proj 11:50:38AM  11:50:39 AM = I - 2

B 7 SonarQube ¥4 # &

(3) HEHEH

SonarQube X #HHF L.

& 8 SonarQube 5?77??3
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SonarQube f~ X #HH¥ 2.

3) WRRBE/RHRE

4%

100%

95%
0% |||||
bWAPP

57%
J

WebGoat (Java) WebGoat (. Net) OWASP—Benchmark
niRHE R E
K 9 SonarQube M| FF A IR ZRE /KR E Lt
T VN EE LhrRFEE  REREL REeFH BHRE | FRE
Al Broken Access 9 0 0 0 100%
Control
A2 Crypto 5 0 0 0 100%
A3 Injection 27 5 4 20% 85%
A5 XXE 3 0 0 0 100%
A6 Vulnerable 9 0 0 0 100%
Components
A7 Identle & Auth 13 0 0 0 100%
Failure
A8 Insecure | 0 0 0 100%
Deserialization
A9 Logging 2 0 0 0 100%




A10 SSRF/CSRF 6 0 0 0 100%
B 68 5 4 20% 94%
% 7 WebGoat (Java) iR EE A
75 TR KA EfrRREE | B HRRE RREeFH mRERE RHRE
Al Injection 4 0 0 0 100%
A2 XSS 2 0 0 0 100%
A3 Authentication 1 0 0 0 100%
Ad Debugging 1 0 0 0 100%
A5 Encryption 3 0 0 0 100%
A6 .net Exploits 1 0 0 0 100%
¥4 12 0 0 0 100%
% 8 WebGoat (.Net) JiEMRAEEA
T TR KA ZhRES | B HIEESE  REG TS ORHE | RHRE
Al Injection 21 1 1 0 95%
A2 Broken Auth & 10 6 2 67% | 80%

Session Mgmt
A3 XSS 15 0 0 0 100%
Insecure Direct 0
M Object References 3 0 0 0 100%
A5 | Security 14 0 0 0 | 100%
Misconfiguration
A6 Sensitive Data 5 0 0 0 100%
Exposure
Missing Functional
A7 Level Access 9 0 0 0 100%
Control
A8 CSRF 3 0 0 0 100%
Using Known
A9 Vulnerable 3 1 1 0 67%
Components
Unvalidated
A10 Redirects & 2 0 0 0 100%
Forwards
¥4 85 8 4 50% 95%




% 9 bWAPP I R Ml 1 B A

75 TR KA IhrREE SRR REeFH O RRE ORHRE
Al Command Injection 126 0 0 0 100%
49 Insecure Cookie 36 0 0 0 100%

Flag
A3 LDAP Injection 27 0 0 0 100%
A4 Path Traversal 133 0 0 0 100%
A5 SQL Injection 272 177 177 0 35%
pg | rust Boundary 83 0 0 0 | 100%
Violation
AT Wea}glzzizﬁgio“ 130 130 130 0 0
A8 WiikgoHraisth;H‘:g 129 113 89 21% | 31%
A9 Weak Randomness 218 218 218 0 0

A10 XPATH Injection 15 0 0 0 100%
Al XSSSCiCil;jotsisrl—;ite 246 0 0 0 | 100%
J<¥ ¢ 1415 638 614 4% 57%

# 10 OWASP-Benchmark J& il 3 £ A<
A T E £ P iR ) 4 o H IR R £k REaFH | mRE | FRE

WebGoat (Java) 68 5 4 20% 94%

WebGoat (.Net) 12 0 0 0 100%
bWAPP 85 8 4 50% 95%
OWASP-Benchmark 1415 638 614 4% 57%
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11 RERBE/RRELERILE

SonarQube Xf T Jar. APK. EXE % — 3t | SCHF o ik BB AT 0047

5) BIFMAXE

SonarQube X #F T F o i Fl XA Java. Kotlin 45 89 Android iz #
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sonarqubé\\\' Projects Issues Rules Quality Profiles

Filters

Q. Search for rules

~ Language

Quality Gates Administration

Q, Search for languages

I Java 626
C# 424
TypeScript 331
JavaScript 324
PHF 253
Python 242

B NET 05

I Kotlin 126
Flex 76
HTML 65
Terraform 51
Ruby a2
Scala 41
Go 38
XML 36
CloudFormation 28
Ccss 25
Docker 22
Kubernetes 8
Secrets 7
Text 1

21 shown Show Less

& 10 SonarQube # 3t i Fl X

6) JRIEHLN X #

(1 BRWEAAUEAS

SonarQube A~E & 152 B %7 IR ] A 0 AL U] 69 B8 77 o

(2) FEBEANGEA

SonarQube 3R 7 48 i R A2 U AL o

Tlirmnartant” chosld nat ha acad an L

"&&" and "[|" should be used

" equals(}” should not be used to tes

"=IDOCTYPE=" declarations should

"<=" should not be used to testineqy

"=2?php” and "=?="tags should be us

"=fieldset>" tags should contain a "<I|

"<frames>" should have a "title” attril

“=html=" element should have a lang

<li=" and "=dt=" item tags should be

"<object>" tags should provide an ah

<strong=" and "<em>" tags should t

<table>" tags should have a descrip

<th>" tags should have ~id” or "scop

<title=" should be present in all pags

=+" should not be used instead of "4

"=+" should not be used instead of "4
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£ SonarQube
— « BB SonarQube Web REHRIN XPath AN
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sonarqube | v 301041 v

K11

SonarQube s fm B = X H N

IESSUSHIRE N

XPath 1. —B[a
= ° ”ﬂ:‘ QSE@E Eith
[} £ o
R
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- NFFEEE ) (5156
EH, SonarQube c# B B YME=TT Roslyn SHTESATE (C=, V
B.NET)

=k
REFAFER Cé(*‘/OhJE[UVE ) =
SRR
DevOps F&&EA RHER - 2 B
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mEEH Ears =2 _ 2
ILHIEE > ) 7 =
iR — -

ReEmBEFE0 BYANCIES - -}

SEAESESHIR = - 2 =2

TR JavaScript / ¥T -

EFR i - - 2

=

B FRHEH - - g

_ 2 =

FQube PHP = =
S PL/SQL =2 . B
= PL/I B - =l
B2
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sonarqube \ Projects  Issues  Rules  Quality Profiles  Quality Gates
¥ BenchmarkJava-1.2beta 1 main v ®
Overview  Issues  Security Hotspots ~ Measures ~ Code  Activity
QO 0.0% security Hotspots Reviewed 2 =
Toreview | Acknowledged = Fixed | Safe

706 Security Hotspots to review

Review priorit

@ SQLInjection

Make sure using a dynamically formatted SQL query is safe here.

i 1extralocation

Make sure using a dynamically formatted SQL query is safe here.

i 1extralocation

 SQL Query is dynamically formatted and assigned to 'sql

Make sure using a dynamically formatted SQL query is safe here.

i 1extralocation

Make sure using a dynamically formatted SQL query is safe here.

i 1 extra location

(2) 2ERFHE

SonarQube X #ri% &

sonarqube \ Projects  Issues  Rules  Quality Profiles
¥ BenchmarkJava-1.2beta 1 main v ?
Overview Issues Security Hotspots Measures Code
Q© 0.0% security Hotspots Reviewed
Toreview | Acknowledged | Fixed | Safe

706 Security Hotspots to review

Review priority: # High

a SQLInjection

Review priority: & Medium

~ Permission

A Weak Cryptography

500 of 706 shown

— REPEEE

Administration  More )

Q

A The last analysis has warnings. See details | Version 1.0

Project Settings v Project Inform:

SR

Review pri

Make sure using a dynamically formatted SQL query is safe here. &
High

Formatting SQL queries is security-sensitive java:52077

. Category:
SQL Injection
Status: To review

Whether the code poses a risk. Not assigned

Whereistherisk? | What'stherisk? = Assesstherisk ~ How canlfixit? | Activity

Openin IDE

T BRREE

Java.util.Enuneration<String> headers = request.geteaders(vector™);
4 if (headers_hashoretlenents()) {
a paran = headers.nextElenent(); // just grab first elenent

oo |

paran = java.net.URLDecoder .decode(paran, “UTF-87);

String sql = (8] “INSERT INTO users (usernane, password) VALUES ('foo’,'"+ param +

5 try {
L.tatenent statenent = or: benchnark. helper. %
int count = statenent. executeUpdate( sal );
Make sure using a dynamically formatted SQL query is safe here.
I A
& 13 SonarQube #RIT IR IF
4 \/;FIJ f-\'f %j" S SH 4= N\ Sk
£ SENCA I\ K
F. KA. FREXENRREHEATE %,
Quality Gates  Administration ~ More  Q
A Thelast analysis has warnings. ¢
Activity Project Setting
= Make sure using a dynamically formatted SQL query is safe here. < Review priority:
# High
Formatting SQL queries is security-sensitive java:$2077
Category:
SQL Injection
Status: To review
whether the code poses a risk Not assigned
Whereistherisk? ~ Whatstherisk? = Assesstherisk = Howcanlfixit? | Ac
3 > o Testo000 © OpeniniD
@verride
public void doPost(HttpServietRequest request, HttpservletResponse response) throws ServletException, IOEXCepti
// some code
2 > response. setContentType( " text /html");
T String paran = request.getheader( vector’);
if (paran == null) param = **;
paran = java.net .URLDecoder .decode(paran, “UTF-8");
string sql = (8 "{call " + paran + "}";
try {

Java.sql.Connection connection = org.owasp.benchmark.helpers DatabaseHelper getsqlConnection();
java.sql.Callablestatenent statement = connection.prepareCall( sal );

Make sure using a dynamically formatted SQL query is safe here.

&l 14 SonarQube JRiFE 4%
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sonarqubﬁ Projects  Issues  Rules  Quality Profiles
<7 BenchmarkJava-1.2beta I main v - ?
Overview Issues Security Hotspots Measures Code
» uirectory .
 File 1 0x

Search for files.

[ [ sre/mainjava/org/owasp/benchmark/scoref... 113

[ sre/main/java/org/owasp/benchmark/helpers... 46
[0 sre/main/java/orgfowasp/benchmark/score/... 39
[ src/mainjavajorg/owasp/benchmark/helpers... 33
[ src/main/javajorg/owasp/benchmark/helpers... 20

[ sre/main/java/org/owasp/benchmark/helpers/... 19

©

[ sre/main/javalorg/owasp/benchmark/tools/B...

[ src/main/resources/scorecardfcontent/css/b... 19

[ src/mainfjava/org/owasp/benchmark/scorefp... 17
[ sre/main/j et 16
[ sre/mainfjavalorg/owasp/benchmark/tools/N... 16
[ src/mainfjava/org/owasp/benchmark/scorefp... 15
[ src/mainfjava/org/owasp/benchmark/scorefp... 15
[ sre/main/j: et 14
[ sre/mainfjava/orgfowasp/benchmark/scorefr... 13

15 shown Show More

Quality Gates

Administration More Q

0| BulkChange Selectissues ~ ~  Navigate toissue

I sre/.../java/orglowasp/benchmark/score/BenchmarkScore.java

[J Rename this constant name to match the regular expression '*[A-Z][A-Z0-9]*(_[A-Z0-9]+)*$"

@ Code Smell v Open~ @ Critical v Not assigned v

[J Rename this constant name to match the regular expression '*[A-Z][A-Z0-9]*(_[A-Z0-9]+)*$"

@ Code Smell v Open~ @ Critical v« Not assigned v

[0 Make KVersion a static final constant or non-public and provide if needed.
@ Code Smell v Open Minor v Not assigned v

[J Make this "public static kVersion" field final
@ Code Smell v Open « Minor v Not assigned v

[0 Make a static final constant or non-public and provide if needed.

@ Code Smell v Open + Minor v Not assigned v
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T3 testl I man X v |2
Overview  lssues  Security Hotspots ~ Measures ~ Code  Activity
Select. h £ Start Date 10| End Date

September 28, 2023
10:07 AM

Qualty Gate: Failed

Version: not provided 4

954 AM

New Code Period starts here @
929 AM
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Overview

SonarQube A ## 25 K AG A 34 66 7] LUAR & R R AD R 0y 42 2 R A g 2 KR,
35 OWASP Top 10 # 7| H By JRFE KA

sonarqube\\\

Projects  Issues  Rules  Quality Profiles
[openras— oo,
@ Security Hotspot 75
> Tag
> Repository

> Default Severity
> Status

v Security Category OWASP.

> SonarSource

~ OWASP Top 10 2021 A5 - SEC...
A

ecurity Misconfiguration 106
A2 - Cryptographic Failures 102

AT - Identification and Authenticatio... 70

A1 - Broken Actess Control 59
A4 -Insecure Design Erd
A3 - Injection 2

A8 - Software and Data Integrity Fai... 17
A9 - Security Logging and Monitoring... 7
A10- Server-Side Request Forgery (1

A6 - Vulnerable and Outdated Comp... 1

Press Ctrlto add to selection

> OWASP Top 10 2017
> CWE

> Available Since
> Template ©
> Quality Profile ©

Inheritance

CRERER S &

Quality Gates

Authorizing an opened indow to access back to the originating window is security-sensitive

Creating cookies without the

Creating cookies without the

Creating cookies without the

Creating cookies without the

Creating cookies without the

Creating cookies vithout the

Creating cookies vithout the

Creating cookies without the

Creating cookies without the

Creating cookies without the

Creating cookies without the

Creating cookies without the

Administration

More  Q

"HittpOnly” flag is security-sensitive
"HittpOnly” flag is security-sensitive
"HittpOnly” flag is security-sensitive
"HittpOnly” flag is security-sensitive
"HittpOnly” flag is security-sensitive
"HitpOnly” flag is security-sensitive
"secure” flag is security-sensitive
"secure” flag is security-sensitive
"secure” flag is security-sensitive
"secure” flag is security-sensitive
"secure” flag is security-sensitive

"secure” flag is security-sensitive

Defaut EJB interceptors should be declared in "ejb-jarxml”

Defined fitters should be used

D

rering code in production with debug features activated is security-sensitive

ering code in production with debug features activated is security-sensitive

B 17 SonarQube JEiEE A X £

Javascript Q) Security Hotspot @ cwe, phishing

11106 rules

Typescript @ Security Hotspot @ cwe, express s, privacy

Python @ Securty Hotspot R cuwe, privacy

G @ Security Holspot W cwe, privacy

Javascript @ Security Hotspat W cwe, express s, privacy

PHP @ Securty Hotspot W cwe, privacy

XML @ Security Holspot ® cwe, privacy

PHP @ Security Hotspot W cwe, privacy

Javascript @ Security Hotspat W cwe, express s, privacy

Java @ Secury Hotspot @ cie, privacy, spring

Typescript @ Security Hotspot @ cwe, express s, privacy

Python @ Securty Hotspot R cuwe, privacy

G @ Security Holspot W cwe, privacy

XML Vunerabiity

XML Vulerabilty

VBNET @ Securiy Holspot @ cwe, debug, error-handiing, user-exper

PHP @ Securiy Hotspot W cwe, debug, error-handing, user-exper.

SonarQube H % RMFFAFE R EHFRAKRE ., KEAHR. WA HE, B4
%‘LXO

sonarqube\\\‘

1 main

Issues

Projects  Issues  Rules  Quality Profiles
Security Hotspots ~ Measures ~ Code  Activity

QO 0.0% security Hotspots Reviewed 2
Toreview  Acknowledged  Fixed | Safe

941 Security Hotspots to review

Review priority: ® High

& Authentication 2 o>

Review priority: & Medium

 Code Injection (RCE) 9 v

Make sure that this dynamic injection or execution of code is safe.

Make sure that this dynamic injection or execution of code is safe.

Make sure that this dynamic injection or execution of code is safe.

Make sure that this dynamic injection or execution of code is safe.

Make sure that this dynamic injection or execution of code is safe.

& 18 SonarQube JEIE T FH

Quality Gates

Administration

Make sure that this dynamic injection or execution of code is safe. <

Dynamically executing code is security-sensitive php:51523

More  Q

This security hotspot needs to be reviewed to assess

whether the code poses a risk.

A The last analysis has warnings. See details

Project Settings v

Review priority:
# Medium

Category:

Code Injection (RCE)

Assignee:
Not assigned

Where is the risk?

What's the risk?

How canl fixit? | Activity

Executing code dynamically is security-sensitive. It has led in the past to the following vulnerabilities:

+ CVE-2017-9807

« CVE-201

9802

Version r

Pro

Some APIs enable the execution of dynamic code by providing it as strings at runtime. These APIs might be useful in some very specific meta~

programming use-cases. However most of the time their use is frowned upon as they also increase the risk of Injected Code. Such attacks

can either run on the server or in the client (exemple: XSS attack) and have a huge impact on an application's security.

This rule marks for review each occurrence of the eval function. This rule does not detect code injections. It only highlights the use of APIs

which should be used sparingly and very carefully. The goal is to guide security code reviews.
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SonarQube X #FWH EW W £1E S Java. Python. Go. JavaScript.

N

PHP. C#. HTML. Ruby %, {H°F % # Swift. Objective-C &&= .

N,
sonarqubﬁ3 Projects Issues Rules Quality Profiles Quality Gates Administration

"limnartant” chauld nnt ha ncad An

Filters

S h fi I
Q. Search for rules "&&" and "||" should be used

~ Language
".equals()” should not be used to te

Q. _Search for languages...
Java 626 "<IDOCTYPE=" declarations shoul
C# 424

"<>" should not be used to test inet
TypeScript 331
AECEREL L 2 "<?php" and "<?=" tags should be 1
PHP 253
Python 242 "=fieldset>" tags should contain a ”
VB.NET 196 . o~ o

‘<frames>" should have a "title” att
Kotlin 126
Flex 76 "<html=" element should have a lar
HTML 65

"<li=" and "=dt=" item tags should
Terraform 51
Ruby 42 "<object>" tags should provide an :
Scala 4
o a3 <strong=>" and "<em=" tags should
XML 36 “ "

<table=" tags should have a descr
CloudFormation 28
css 25 "<th=" tags should have "id” or "scc
Docker 22

"<title>" should be presentin all pa
Kubernetes 8
Secrets T "=+" should not be used instead of
Text 1

"=+" should not be used instead of
21 shown Show Less
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@ There's a new version of SonarQube available. Update to enjoy the latest updates and features.

N . N . e
sonarQu@ Projects Issues Rules Quality Profiles Quality Gates Administration More Q
7 test2 1 main 2
Overview

How do you want to analyze your repository?

Do you want to integrate vith your favorite CI? Choose one of the following tutorials.

With Bitbucket

With Jenkins With GitHub Actions With GitLab CI With Azure Pipelines
Pipelines

Are you just testing or have an advanced use-case? Analyze your project locally.

¢m¢

Locally

& 20 SonarQube JEAL S N 77 =,
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@ There's anew version of SonarQube available. Update to enjoy the latest updates and features.

sona,qube\\‘ Projects Issues Rules Quality Profiles Quality Gates Administration More Q
7 test2 1 main 2
Overview

How do you want to analyze your repository?

Do you want o integrate with your favorite GI? Choose one of the following tutorials.

2 W & @

With Bitoucket
With Jenkins With GitHub Actions Pipel With GitLab CI With Azure Pipelines
ipelines

Are vou just testing or have an advanced use-case? Analvze vour project locally
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sonarqube | v Docs10.1v 10.11 Analyzing source code | Cl integration | Jenkins integration

- Jenkins integration

Homepage
Try out SonarQube SonarScanners running in Jenkins can automatically detect branches and pull requests in certain jobs. You
RS o don't need to explicitly pass the branch or pull request details.
Setup and upgrade v . L
. analysis-prerequisites
Analyzing source code A
Overview To run project analysis with Jenkins, you need to install and configure the following Jenkins plugins in
Scanners v Jenkins:

Analysis parameters + The SonarQube Scanner plugin.

u v
anguages « The Branch Source plugin that corresponds to your DevOps Platform (Bitbucket Server, GitHub, or Gitl
Test coverage ~ if you're analyzing multibranch pipeline jobs in Developer Edition & or above.

Importing external issues v

Background tasks See the Installing and Configuring your Jenkins plugins section below for more information.

Pull request analysis

Eremdiess v Installing and Configuring your Jenkins plugins

Clintegrat 2 i
integration SonarQube Scanner plugin
Qverview

flenkins(integraton Click SonarQube Scanner below to expand instructions on installing and configuring the plugin.

Codemagic integration

> SonarQube Scanner
SCM integration

Security engine custom configuration
Branch Source plugin
Scanner environment

DevOps platform integration A Required to analyze multibranch pipeline jobs in Developer Edition 2 or above

&l 22 SonarQube #F4E 5% & 2 9t & &
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@ There's a new version of SonarQube available. Update to enjoy the latest updates and features.

sonarqubeﬁ\\

Issues  Rules  Quality Profiles  Quality Gates  Administration ~ More Q

Al Q Search by project name or key Create Project ~

s 12 project(s) Perspective:  Overall Status ~  Sortby:| Lastanalysis date v
Quality Gate
Y 77 testt Last analyss: 6 hours ago
= o m—
"
¢ Bugs & Vulnerabilities @ Hotspots Reviewed @ Code Smells Coverage Duplications Lines
Reliability ( ¥ Bugs ) 42« © 0@ 0.0% @ 11k @ 0% Q  673% @ 25k @) reecss
Arating 2m
B rating 0|
Passed Last analysis: 2 days ago
C rating 11 = -
D rating im
¢ Bugs & Vulnerabilities @ Hotspots Reviewed @ Code Smells Coverage Duplications Lines
E rating 4
27k © 0@ 0.0% @ 74 @ 0% Q  190% @ 2tk @ rrecss
Security ( § Vulnerabilties )
Arating 5 .
Passed Last analysis: 2 days ago
B rating 0l © v e a0
G rating 0l
o ra 50 ¥ Bugs 6 Vulnerabilities Q@ Hotspots Reviewed @ Code Smells Coverage Duplications Lines
rating
0@ 1@ 00% © 174 @ 0.0% 12% 6.4k @ sava
- o O o
Security Review (@ Security Hotspots )
T - ¥ imsofs Last analysis: 3 days ago
70% - 80% LN
T 0l ¥ Bugs 6 Vulnerabilities Q@ Hotspots Reviewed @ Code Smells Coverage Duplications Lines
0@ 0@ 00% © 61 @ 0.0% 19% 1.7k @ oz xuL
wnow ol ®) @) (<]
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3) IDE #EHF&ER

SonarQube i it SonarLint #4 ¥ L 5 Eclipse. VS Code. Visual Studio.
IntelliJ #HATHE &,

T R L T meeee e e e p e e e S USRS e

need to triage and fix security problems thereby making sure the code you commit is safe.
sonarqube \' v Docs10.1 v

SonarLint-SonarQube version support policy

SonarLint enables users to establish a connection to the latest SonarQube version and to the lati

Homepage version. When a ni
SonarLint to the previous LTS version for a certain period of time (currently 12 months after the
release) to allow enough time for organizations to upgrade their SonarQube version.

w LTS version is released (approximately every 18 months), we still enable c

Try out SonarQube

Requirements v

Setup and upgrade - For more information about long-term support of SonarQube, check out our page describing "w
2", And, to review IDE-specific requirements, please check the respective pages of the docume

Analyzing source code v
listed in the next paragraph

DevOps platform integration v

S - Setting up Connected Mode

Concepts

See the following links for instructions on setting up Conrjected Mode for each supported IDE

Clean as You Code

e+ IntelliJ

Metric definitions « Visual Studio

Quality gates * VS Code
Rules e

« Eclipse
User account v

Issues
Understanding SonarLint usage

Security Hotspots

Portfolios SonarQube administrators can get an overv of SonarLint usage among users by going to Adi

Applications > Security > Users.

ppl s ty > U

Security Reports . .
" The Last SonarLint connection column indicates the last time the user used SonarLint in conne

Activity and history

You can filter users based on their activity. The available options are

& 25 SonarQube IDE &4 =,
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sonarQube\? v  Docs10.1 v 10.1 | User quide | Security Reparts

Security reports

Homepage
Try out SonarQube Security reports are available starting in Enterprise Edition 3.
Requirements ~

Prerequisites and overview What do Securlty reports show?

BT R T (S TS Security reports quickly give you the big picture of your application’s security. They
Setup and upgrade > you stand compared to the most common security mistakes made in the past:
COTIAE ) SR G v « PCIDSS & (versions 4.0 and 3.2.1)

DevOps platform integration v
* OWASP Top 10 & (versions 2021 and 2017)
User guide ~
« CWE Top 25 (versions 2022, 2021, and 2020)
Concepts
Clean as You Code They represent the bare minimum to comply with for anyone putting in place a sec

Grnarl int Fannartad Mads
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