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T E 4 RA REg |FRES T B ek
information- https://github. com/zhujainxipan/informat
management—system— [2015/5/18| 7,920 Ct
of-students ion—management—system—of—students
WebGoat (.Net) 2014/2/23| 33,532 cH https://github. com/tobyash86/WebGoat. NET
Windows
Presentation v7.0.9 | 1,938,664 Ct https://github. com/dotnet/wpf
Foundation (WPF)
Hackazon Tl H
2021/3/12| 5,053 PHP  |https://github. com/rapid7/hackazon
vulninjection
Hackazon 2021/3/12| 450,913 PHP  |https://github. com/rapid7/hackazon
WordPress 6.2.2 969, 871 PHP  |https://github. com/WordPress/WordPress
Hutool T E crypto
5.8.20 6,436 Java |https://github. com/dromara/hutool
HE
WebGoat (Java) v2023.4 | 82,578 Java |https://github. com/WebGoat/WebGoat
https://github. com/OWASP-
OWASP-Benchmark 1. 2beta | 1,646,172 Java

Benchmark/BenchmarkJava
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T B 4 RA REg |FRIEE T B e hk
WebGoat (.Net) 2014/2/23| 50,021 Ct https://github. com/jerryhoff/WebGoat. NET
bWAPP 1.9+ 33,011 PHP  |https://github. com/raesene/bWAPP



https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/tobyash86/WebGoat.NET
https://github.com/dotnet/wpf
https://github.com/rapid7/hackazon
https://github.com/rapid7/hackazon
https://github.com/WordPress/WordPress
https://github.com/dromara/hutool
https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/jerryhoff/WebGoat.NET
https://github.com/raesene/bWAPP

WebGoat (Java) v2023. 4 82,578 Java |https://github. com/WebGoat/WebGoat

https://github. com/OWASP—

OWASP-Benchmark 1. 2beta | 1,646,172 Java
Benchmark/BenchmarkJava
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Fortify SCA 7= & X # & 4% Windows. Linux. MacOS. AIX. Solaris SPARC.
Solaris x64 #1E A G HIEE

|:| ,’;"E'J%EE Fortify Software

x

*
¥
oii

=)
Home =
Support and Documentation
Change Log

S Platforms and Architectures

i Fortify License and Infrastructure Manager Require Fortify Static Code Analyzer supports the platforms and architectures listed in the following table.
Hardware Requirements
Software Requirements Deeraﬁng System Platforms / Versions
LIM on Docker Requirements . )
B Fortify ScanCentral DAST Requirements Windows Windows 10, 11
il Fortify ScanCentral SAST Requirements Windows Server 2016, 2019, 2022
B Fornify ScanCentral SAST Conroller Requirems
M Forfify ScanCentral SAST Client and Sensor Re Linux CentOS Linux 7.x (7.6 or later)
M Fortify Software Security Center Server Requireme ‘
@ Fortfy Stafic Code Anslyzer Requirements Red Hat Enterprise Linux 7.x (7.2 or later), 8.x (8.2 or later), 9.x
Hardware Requirements SUSE Linux Enterprise Server 15
Software Requirements
Platforms and Architectures Ubuntu 20.04.1 LTS, 22.04.1 LTS
M Llanguages
Build Tools macOS 12,13
Compilers
Fortify Saftware Security Content AIX 7.1
M Fortify Static Code Analyzer Applications and Tool
M Fortify Weblnspect Requirements Important! You must have the IBM XL C/C++ for AIX 16.1 Runtime environment package installed.
M Fortify Weblnspect Agent Requirements
M Fortify Weblnspect Enterprise Requirements i
Fortify Project Results (FPR) File Compatibility Solaris SPARC L3
Virtusl Machine Support
Technologies no Longer Supported in this Release Solaris x64 114

B 4 Fortify #0Z A4 ¥

2) BBUXFEF

Fortify SCA X HFZE&WN#HME, XFEEERFETE (0 Docker fu
Kubernetes) % .


https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava

xd
& docker Searct it Explore

Pricing Signin

Fortif
= y
Fortlfy . o - SPSNPR - W
A hitps://software. microfocus.com/en-us/solutions/application-security | (© Joined September 20, 2018
Repositories

Displaying 1 to 13 repositories

fortifydocker/scancentral-dast-api - ¥ 50K+ - Y3
By fortifydocker - Updated 13 days ago

Image

fortifydocker/fortify-bitbucket-pipe - # 10K+ - %0
By fortifydocker - Updated a month ago

Image

fortifydocker/fortify-ci-tools + # 100K+ + ¢ 10
By fortifydocker - Updated a month ago
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Windows Presentation Foundation (WPF)

A A FREE | REE | F#HEK
Hutool T H crypto # ik Java 6,436 181s
Hackazon 3 B vulninjection 23 PHP 5,053 84s
information—management—system—of-students C# 7,920 97s
x4 TAGHEAIHREE
KA A FREE | REE | #HEK
WebGoat (Java) Java 82,578 1,505s
Hackazon PHP 450,913 3,478s
WebGoat (.Net) Ct 33,532 205s
®5 TATEHEARBEEEE
B AR FRES R g HE#E K
OWASP-Benchmark Java 1,646,172 2,146s
WordPress PHP 969, 871 10, 549s
CH 1,938, 664 3,115s
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1 i ‘0“ Fortify Static Code Analyzer...
L Audit
secamy —
Generating intermediate files -edit-sitejs

Recent Projects: T Always run in background -
information-management-syst... Scanning
hack Ininjection =
Bitoohryphs Fortfy Static Code Analyzer..: Generafing intermediate Fles -edtsitejs

Benchmark.

hackazon-master
WebGoatNET-master
WebGoat-main
juice-shop-master

Run in Background Cancel << Details

| Scanning: (45%) |

& 7 Fortify 4% # &
(3) FErEH

Fortify SCA X#®H#H Z17#, EHAXTHBE 2 X B F LRG| L& ErE
B & H 2 .

Bl Scanning

® Fortify Static Code Analyzer...

B ATV PL I LR LI

Scanning
|
~l
Fortify Static-Code Analyzer..: Gen..diate files -BenchmarkTest00540 java

Seanning
- | — s

Fortify Static Code Analyzer...

Run in Background | Cancel

B 8 Fortify 7 4%
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92%

84%

58%

56%

37%
8%
0%
WebGoat (Java) WebGoat (.Net) bWAPP OWASP-Benchmark
RIRE wRRE
B 9 Fortify MM A IRFEZERE/RRE SR

F5 TR KA LhrRFEE  REREAK REeFH BHRE | FRE
Al Broken Access 9 0 0 0 100%

Control
A2 Crypto 5 1 1 0 80%
A3 Injection 27 11 10 9% 63%
A5 XXE 3 0 0 0 100%
A6 Vulnerable 2 0 0 0 100%

Components

A7 Identity & Auth 13 0 0 0 100%

Failure
A8 Insecure 1 0 0 0 100%

Deserialization

A9 Logging 2 0 0 0 100%




A10 SSRF/CSRF 6 0 0 0 100%
<E¢ 68 12 11 8% 84%
% 7 WebGoat (Java) JRiE MR AEEA
5 TEER ZRRRES | HIRESR REe T H RHEE ORERE
Al Injection 4 0 0 0 100%
A2 XSS 2 0 0 0 100%
A3 Authentication 1 0 0 0 100%
A4 Debugging 1 1 1 0 0
A5 Encryption 3 0 0 0 100%
A6 .net Exploits 1 0 0 0 100%
B 12 1 1 0 92%
% 8 WebGoat (.Net) JiE MR AEEA
T TRiFER ThrRFEE  BEREEK  REeFH  RRE  RRE
Al Injection 21 32 15 53% 29%

Broken Auth &
A2 . 10 7 3 57% 70%
Session Mgmt
A3 XSS 15 29 10 66% 33%
Insecure Direct
A4 . 3 0 0 0 100%
Object References
Security
A5 . . . 14 0 0 0 100%
Misconfiguration
Sensitive Data
A6 5 0 0 0 100%
Exposure
Missing Functional
A7 Level Access 9 11 3 73% 67%
Control
A8 CSRF 3 7 3 57% 0
Using Known
A9 Vulnerable 3 1 1 0 67%
Components




Unvalidated
A10 Redirects & 2 2 2 0 0
Forwards
B 85 89 37 58% 56%
7 9 bWAPP ¥ iR M XA A
F5 iR KA IhrkFE%  mEREEK  REeFH  ORRE  RRE
Al Command Injection 126 139 126 9% 0
Insecure Cookie
A2 36 0 0 0 100%
Flag
A3 LDAP Injection 27 27 27 0 0
A4 Path Traversal 133 112 112 0 16%
A5 SQL Injection 272 177 177 0 35%
Trust Boundary
A6 . ] 83 0 0 0 100%
Violation
Weak Encryption
A7 . 130 227 130 43% 0
Algorithm
Weak Hashing
A8 . 129 113 89 21% 31%
Algorithm
A9 Weak Randomness 218 218 218 0 0
A10 XPATH Injection 15 15 15 0 0
XSS (Cross—Site
All o 246 0 0 0 100%
Scripting)
J<¥ ¢ 1415 1028 894 13% 37%
% 10 OWASP-Benchmark Jg 3 M| 13 B A<
WK A SE [T IR TR 4K 1 IR R 3K R TR | REE | FHRE
WebGoat (Java) 68 12 11 8% 84%
WebGoat (.Net) 12 1 1 0 92%
bWAPP 85 89 37 58% 56%
OWASP-Benchmark 1415 1028 894 13% 37%
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Fortify SCA X % xt1& F #% 3 bl JHl X5 Objective—C.Swift.Java.Android.
Kotlin %% 5 # T B #HAT IR R A2 AT

.

FREANRRITINES BBl =15 ABAP/BSP. ActionScript. Apex. ASPNET. C# (NET). C/C++. Classic. ASP (=
VBScript) . COBOL, ColdFusion CFML, Go, HTML, Java (8#&Android), JavaScript/ AJAX, JSP, Kotlin, MXML (Flex),
Objective C/C++. PHP, PL/SQL. Python, Ruby. Swift, T-SQL. VB.NET, VBScript, Visual Basic. XML, JSON / YAML,
Terraform HCL #1 Docker (Dockerfile),

TEELFLEMES. RENERNZEIIR, BARRINNFETI=

® 10 Fortify # 30 i A X #
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I > [WEEfE > FEHEREER (D:) » Fortify_SCA_and_Apps_22.2.1 » bin » @ iE bin t
B r-a=h i Fil
scancentral-worker-service 2023/7/517:30 gt =3
t [E] auditworkbench.emd 2022/11/17 :00 Windows s5&EE 2 KB
] autoupdate-windows.exe 2022/11/17 0:10 EEEE 9,359 KB
Ao [*] BIRTReportGenerator.crd 2022/11 7 0:00 Windows S8 3KB
| [Z] CustomRulesEditar.emd I 2022/11/17 0:00 Windows #SEE 2 KB
Jacs [ fortifyclient.bat 2022/11/17 0:00 Windows HtE.. 2 KB
eie [ fortifyupdate.cmd 2022/11/17 0:00 Windows sS= 2 KB
tures ] FPRUtility.bat 2022/11/17 0:00 Windows 2 KB
= iidmigrator.bat 2022/11 7 000 Windows 2 KB
[E] packagescanner.bat 2022/11 A7 0:00 Windows 2 KB
2 (C3 = pwtool bat 2022/11/17 004 Windows 3 KB
&) [F] ReportGenerator.bat 2022/11/17 0:00 Windows #ERHE.. 2 KB
[%] scancentral bat 2022/11/17 0:09 Windows #taHE.., 4 KB
[Z] ScanWizard.emd 2022/ 17 0:00 Nindows s55Eas 2KB
[Z] scapostinstall.emd 2022/11/17 0:00 Windows SSEE 2 KB
[Z] 5CAState.cmd 2022/11/16 23:56 Windows 58 2 KB
[82 sourceanalyzer.exe 202211117 011 ERE 507 KB
L] update.ini 2022/11/17 0:00 EESE 0 KB

B 11 Fortify &# HX
T H ¥ N File —> Generate Rule, 5 4 &0 m F4E,

1 Custom Rules Editor

File | Edit Help

Generate Rule...

New Rulepack

LOE=8

Open Rulepack...
Recent Rulepacks >

Save Rulepack
Save Rulepack As...
Close Rulepack

Close All Rulepacks
Convert Line Delimiters To »

Restart
Exit

12 Fortify #LI4m4
B & XA AR R DL3% BRI R K &Y (Category) FR AL K& (Rule Type) #
Th K, KBa AHIEFLEIE tainted AN BAEEFRAN . I £ 28 40 DA
B R BB e & H sink LI
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File Edit Help

Edito

[E] outline
Name: NfA
Version:  N/A

Description: N/A

Group by: | Package/Category

Showing N/A of N/A rules

File Edit Help

[ outline
Name: NfA
Version: NfA
Description: N/A

Group by: |Package/Category

Showing N/A of N/A rules

~

PE=o

~

£ Custom Rule Wizard
Select a Template

Group By: Rule Type

5 = Alias Rule

» = Characterization Rule

» (= Configuration Rule

» = Controlflow Rule

» = DataflowCleanseRule

» (= DataflowEntryPaintRuls
» = DataflowPassthroughRule
> (= DataflowSinkRule

» = DataflowSourceRule

» = Regex Rule

» = SemanticRule

» (& Structural Rule

5 (= Suppression Rule

Select a Rule to see more information about it

< Back Dext » | cancel

Finish

Bl 13 Fortify B & X H N &

PrilE=o

£ Custom Rule Wizard

Rule Language

‘What language do you want the rule to apply to?
(O NET/ASP.NET/VB.NET

O ABAP

O Apex

Qgjc++

Q6o

®) Java

() JavaScript/TypeScript

CIPHP

O Python

= Back

Mext =

| Cancel

Finizh

Bl 14 Fortify B & X H N &



& Custom Rules Edit:

File Edit Help

[ outline ¢ LE=o
Name: N/A
Version: N/A

Description: N/A

Group by: ! Package/Category v F Custormn Rule Wizard x
SQL Injection Function Information
Showing N/A of N/A rules

Enter Information about function that is the sink for SOL injection information

Package: (Regular Expression)

B @
Class: (Regular Expression)

E I
Function: (Regular Expression) {*)

[ |
Information

Enter Information about function that is the sink for SQL injection information

< Back Next = Cancel Firiis}

K 15 Fortify B & X HL i &
B T R ERE A xml %3, 4 %REFHANEKAE Fortify THHEE
Bk, —#&2 1\ &Z%E Core/config/customrules/ B K T

7) RFEIFICEA
(1 FiERHE
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[E] D:Projects\WordPress-master.fpr

p——

Fle Edit Tools Options Help

CIMy tssues

51 JSON In

[ Privacy Violation

1 Command Injection - 0/ 4]
@ PHPMailer,php1763 (Shared Sink) - 0/ 2]
© from class-wpdb ph:
@ from class-wpdb phpi2461 (Command Injection)
> @ PHPMailer;phpi1789 (Shared Sink) - (0/2]
Cross-Site Seripting: DOM - [0/ 37)
> [ Cross-Site Scipting: Persistent - [0/ 480]
> (] Cross-Site Scripting: Reflected - 0/ 1829)
) Cross-Site Scripting: SOP Bypass - [0/ 1)
> (1 Dangerous File Inclusion - [0/ 8]
> (1 Dynamic Code Evaluation: Code Injection - [0/ 1]
[ Insecure Transport: Weak S5L Protocol - [0/ 4]
-0/14)
Key Management: Hardcoded Encryption Key - [0/ 4]
Open Redirect - (0/117]
> (1 Password Management: Hardcoded Password - [0/ 1]
> [ Password Management: Password in HTML Form - [0/ 1]
> Path Maripulation - 0/ 82)
-0/118)
> 1 QU Injection - [0/ 2301

2459 (Command Injection)

51 System Information Leak: External - {0/ 1)

Advanced.

@ Anslyss Trace X

< Multiple Paths: 105 »

g=a

) class-wpdb.php:3046 - query(tis-= resull
) option php:199 - get_rowthis-»result
) pluggable.php:1733 - get_option((Swpdb->resul)

>3

- get. Pt

:= pluggablephp:1818 - Assignment to Smessage_headers
> ) pluggable.php:1853 - apply fiers(1 : return)

= pluggable php:18S3 -

>3

ignment to $message_headers
ail3I71017 : ($phpmail o

[ Project Summary. () PHPMailerphp X
1

Sthis->Sendnail).
Ssendnail);
Sthis->Sender);

Y
i

Lang("execute’)

)
(smail);
ic: parsenddresses(stonddr, truc
docallback(

i

drinfoladiress'], Saddrinfol nase’1]],

=07 ‘true’ :

false));

ute')

a1 - gpopen(ssencantl, )3

1789

Audit X Details Recommendations History Diagram Screenshots Fiters Warnings

.
) pluggable.ohp:1856 - wp_mail(Sphpmailer}->Sender)

) pluggable.php:56 - send(this->Sender)
) PHPMailer.phpr1518 - postsend(this->Sender)
0 il il i

at, escapeshellcnd(Sthis->Sendnail), Sthis->Sender);

Sthis->Sendsall, self::STOP_CRITICAL);

1, self::STOP_CRITICAL);

User:
Analysis:

Edt.

Click

#) PHPMailer.oho1755 - sorinf2 : return.
<

Rule ID: AG7A268E-D2E0-408C-A2ES-507613D74CAE
‘Taint Flags: DATABASE, XS5
Direct Function Call: popen)

x *

append comment (Ctrl+Enter to save)

- 8 x

= B Ffunctons X S

Show: Al S

Group by: | package. | Legend.
Include API:

Hexternal Flinternal [Superclasses

> Default Package
Top-level functions

sodium~"~core~" ~curve25519~"~ge
sodium~A ~core~A~poly1305

requests~" ~exception~A~http
requests~* ~exception~" ~transport
requests~"~proxy

» 8 wporg~"~requests~"~response

> 8 wporg~"~requests~" ~transport

> 8 wporg~"~requests~"~uity

=0
Command Injection (nput Validation and
Representation, Data Flow)
i 595 1763 FRAREATIERE

S8 popen(, ESERESHE
FLUEEROEUAERSS,

More Information..

(2)
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File Edit

Analysis Type
Analyzer

Category Analyzer
CWE

CWE Top 25 2019
CWE Top 25 2020

Filter Set:
2938
¥ [ Cen
» [ Crof
»[1 Cn
» [ Crof
> [ Crof
> [ Dan
» [ Dyn
» [ Insq
» [J 150
» [ Key
» [ Opy
> [ Pas|
» [ Pas|
» [ Patl
> [ Priv
» [ sal
> [ sys
» [ We
3 [ Weq
£

CWE Top 25 2021
CWE Top 25 2022
Disa CCl 2

File Name

FISMA

Fortify Priority Order
GDPR

Kingdom

Manual

MISRA C++ 2008
MISRA C 2012
Mew lssue

OWASP ASVS 4.0
OWASP Mobile 2014
OWASP Top 10 2004
OWASP Tap 10 2007
OWASP Top 10 2010
OWASP Top 10 2013
OWASP Top 10 2017
OWASP Top 10 2021
Package

PCI 3.2

PCl 4.0

B‘J

PCI S5F 1.0

Analysis

PCI S5F 1.
PCI S5F 1.2

Priority by Category
SANS Top 25 2009
SANS Top 25 2010
SANS Top 25 2011
Shared Trace Node

App Defender Protected

NIST SP 800-53 Rev.d
NIST 5P B00-53 Rev.5

[STRR

~ e

My Issues

[f~

7]

0/ 480]
D/ 1820]
L[o/1)

njection - [0/ 1]
tocol - [0/ 4]

cryption Key - [0/ 4]

ied Password - [0 /1]
d in HTML Form - [0 / 1]

o/
loded Salt - [0/ 4]

>

Advanced...

S

Gl Project Summary {3 PHPMailer.php |{} class-wp-customize-man
1118 }

1119 Schangeset_post = get post( $post_id );

1128 if ( ! $changeset post ) {

1121 return new WP_Error({ 'missing_post' };

1122 '

11232 if ( 'revision’ === $changeset_post->post_type )
11242 if ( 'customi hangeset’ !w= get post_type(
1125 return new rror( "wrong_post type' };
1126

11272 } elseif ( ‘customize_changeset® ! $changeset_p
1128 return new WP_Error( 'wrong_post_type' );
1129 }

1138 J$changeset data = json_decode( 3changeset post->p
1131 $last_error = json_last_error();

11328 if ( $last_error ) {

1133 return new WP_Error( 'json_parse_error’, "',
1134 }

11352 if ( ! is_array( Schangeset_data } ) {

1136 return new WP_Error{ ‘expected_array’ );
1157

1138 return $changeset_data;

1139

1148

1141=

1142

1143

1144

1145 return the changeset's data
1146

1147 freturn array Changeset data.

1148

1149= public function changeset data() {

11585 if ( isset( $this-»_changeset_data ) } {

1151 return %this-»_changeset_data;

1152 1

1153 Gchangeset_post_id = $this->changeset post id();
11545 if ( ! 3changeset post_id ) {

<

Audit Details X Recommendations History Diagram Screenshots

Select an issue to see its description
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Weaknesses 372 items found
Code Language: Java/JSP %
Standards & Best Practices: OWASP 2017 X +Access Control: LDAP
Clear All' X
Java/JSP
Abstract
B Engish v
Without proper access control, executing an LDAP statement that contains a user-controlled value can allow an attacker fo access unauthorized directory entries.
Kingdom <
+Access Control: SecurityManager Bypass
Category <
Java/JSP
Standards & Best Practices N
Abstract
7 Invoking this function on untrusted code can allow attackers access to restricted packages and provides them with the ability to execute arbitrary code.
OWASP Top 10
0 2021 < . .
+Access Control: Weak Security Constraint
/]
() 20l g Java/JSP
0 2013 <
Abstract
Weak security constraints do not provide adequate protection for security-critical resources.
) 2010 <

g Fortify Taxonomy: Software Security Errors

+Access Control: ACL Manipulation

2017 v
Java/JsP
Al Injection
Abstract
'A2 Broken Authentication The application allows an attacker to manipulate the Access Control Policy (ACP) on an AWS S3 bucket or object.

A3 Sensitive Data Exposure
+Access Control: Administrative Interface

AL XML External Entities OXXE)
Universal

/AS Broken Access Control
Abstract

Feilure to restrict access fo administrative interfaces could allow an attacker gain complete control over the application.
A6 Security Misconfiguration

A7 Cross-Site Scripting (XSS) )
+Access Control: Amazon Web Services

A8 Insecure Deserialization Java/JSP

/A9 Using Components with Known Vulnerabilities Abstract

Accessing a SimpleDB database with a user-controlled item name and without proper access control can allow an aftacker fo view unauthorized records.
AT0 Insufficient Logging and Monitoring

F 18 Fortify JRiF &K & £ #
Fortify F 4%t UL 7 A ZKIREFHATHHE:

B Input Validation and Representation: % A\J&iff1 %k~

0 2013 <

B API Abuse: API 3%/



Security Features: %4 Ijf¢
Time and State: KT [8] AR A

|
|
B Errors: %1%
B Code Quality: K&HRE
|

Encapsulation: 3
EHREEE T 5258 W: https://vulncat. fortify. com/en

Fortify Taxonomy: Software Security Errors

Input Validation and Representation
AP| Abuse

Security Features

Time and Stafe

Errors

Code Quality

Encapsulation

Environment

A 19 Fortify JEE %A ¥
2) WEEAXE
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https://vulncat.fortify.com/en

[ o4proj ark

Elle Edit Tocls Qptions Help

- = CIMy tssues | [ Project Summary  [fy testsuiteutiljs = ol
\—I 34 hi .open("POST", URL, true); ~
Critical {232)

w-form-urlencoded ') 5
Group By: | Category i i
~ [ ] Cross-Site Scripting: DOM - [0/ 5]
@ testsuiteutilsjs:82 (Cross-Site Scripting: DOM)
@ testsuitsutils{s:140 (Cross-Site Scripting: DOM)
> @ testsuiteutilsjs:151 (Shared Sink) - [0/ 3]
> [7] Weak Encryption - [0 / 227]

xhr . setRequestHeader('Content-Type', 'application/x

#hr.onreadystatechange = function () {
if (¥hr.readySta’ XHLHttpRequest.DONE 8& Xhr.status == 208) {
if (URL.include ) {
$("#code”) . html (xhr. responseTextf);
e { §("#code”). text(decodeEscapesequence(khF. responseText)); }

} els
N
==ﬁ- et “crror * + M. status + = * + B statusText + * occurred. ");
¥

=(

Khie . send (forndata);

149 function decodeEscapeSequence(html)
158 var txt - document.createElement("textarea”);
151 xt.innerHTHL = html;

HTML preamble of AJAX Response (if any) and replace <br>s with real carrisge return:
(xmlResponse) {

s out XML content we don’t want to display in the brow

ing up through an o wg) plus
smlResponse; }n%g@l&{
xmiRespanse. index0F (" <po 13
2)
xmlRespanse. subs

flndex + 4, xmlResponse.length);

=2l

164 sult = result.replaceAll(#r:", "\n"); // Replace all <brs's u returns

185

168 b
< >

AuditIDemils KIIZe:ammendab'ons History Diagram Filters Warnings 47 Search =g

Cross-Site Scripting (XSS) REFLATIERTES:

T LEEE— M REEREEE A Web IR, WTET DOM 89 X85, 13H URL SHERSS-ECESDME. #ERES
’— ™ i 4 HEHFSAENE. UT Reflected XS5, FOERARGEEETA Web %, TRT Persisted (13575 Stored) XSS, #2308
vanced... | [l
Analysis Trace X & =0
0 testsuiteutils,js:140 - Read xhr.responseText FERTEOSTENSATEHMSHEEE Web SR, FTET DOM Y X35, EANENEEAMMEENR HTML TEH, B2
{) testsuiteutils.js:140 - html(0} MERISEA DOM (WREITSIER) BN —FEHINeT.

4
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Fortify SCA W9 ZAMNERZET £ % WH T R ERME A,
FEALSEEN:

https://www. microfocus. com/documentation/fortify—core—

documents/2310/Fortify Sys Regs 23.1.0/index. htm#SCA/SCA Libraries. ht

m?TocPath=Fortify%2520Static%2520Code%2520Analyzerh2520Requirement sh2

57CLanguages%257C 1

El gé‘éﬁg Fortify Software instal Q

Home
Support and Documentation
Change Log

S Libraries, Frameworks, and Technologies

i Fortity License and Infrastructure Manager Requir Fortify Static Code Analyzer supports the libraries, frameworks, and technologies listed in this section with dedicated Fortify Secure Coding Rulepacks and vulnerability coverage beyond core supported languages.
Hardware Requirements
Software Requirements Java
LIM on Docker Reauirements
_ Adobe Flex Blaze DS ‘Apache Spring Security (AcegD Hibernate MongoDB Spring, Spring MVC
M FortfyScanCentral DAST Reaurements
@ Fortty ScanCentral SAST Requirements Ajanta Apache Struts iBatis Mozilla Rhino Spring Boot
M Fortify ScanCentral SAST Controller Requirems| Amazon Web Services (AWS) SDK Apache Tapestry 1BM MQ MyBatis Spring Data Commons.
M Fortify ScanCentral SAST Clent and Sensor Re|
_ Apache Axiom Apache Tomeat 1BM WebSphere Netscape LDAP API Spring Data JPA
W Forty Software Secury Center Sever Reauiceme
@ Fortty Staic Code Anaiyzer Requirements Apache Axis Apache Torque Jackson Opencsv Spring Data MongoDB
Hardare Reguirements Apache Beam Apache Uil Jakarta Activation Oracle Application Development Framework  Spring Data Redis
Software Requirements. (ADF)
Apache Beehive NetUl Apache Velocity Jakarta EE CJava EE) Spring HATEOAS
Pltforms and Archtectures Oracle BCL)
- Lanousoes Apache Catalina Apache Wicket Java Annotations Spring JMS
Oracle JDBC
Libraries, Frameworks, and Technologies. Apache Cocoon Apache Xalan Java Excel API Spring JMX
Build Tools Oracle OA Framework
Apache Commons Apache Xerces JavaMail Spring Messaging
Compilers Oracle tcDataSet
Forty Software Securty Content Apache ECS ATG Dynamo JAX-RS Spring Securify
Oracle XML Developer Kit (XDK)
8 Fortiy Static Code Analyzer Applications and Tool Apache Hadoop. Azure SDK. JAXE Spring Webflow
Hardware Requirements. (OWASP Enterprise Security API (ESAPI)
‘Apache HttpComponents Castor Jaxen Spring WebSockets
Softwsee Requirements OWASP HTML Sanitizer
[P Apache Jasper Display Tag JBoss Spring WS
OWASP Java Encoder
Service Integraions for Fortfy Applications and Te Apache Logi Domis JDeskiop Stripes
Secure Code Pigins Plexus Archiver
e Apache Lucene GDS AntiXSS JooM Sun JavaServer Faces (JSF)

< » Realm


https://www.microfocus.com/documentation/fortify-core-documents/2310/Fortify_Sys_Reqs_23.1.0/index.htm#SCA/SCA_Libraries.htm?TocPath=Fortify%2520Static%2520Code%2520Analyzer%2520Requirements%257CLanguages%257C_____1
https://www.microfocus.com/documentation/fortify-core-documents/2310/Fortify_Sys_Reqs_23.1.0/index.htm#SCA/SCA_Libraries.htm?TocPath=Fortify%2520Static%2520Code%2520Analyzer%2520Requirements%257CLanguages%257C_____1
https://www.microfocus.com/documentation/fortify-core-documents/2310/Fortify_Sys_Reqs_23.1.0/index.htm#SCA/SCA_Libraries.htm?TocPath=Fortify%2520Static%2520Code%2520Analyzer%2520Requirements%257CLanguages%257C_____1
https://www.microfocus.com/documentation/fortify-core-documents/2310/Fortify_Sys_Reqs_23.1.0/index.htm#SCA/SCA_Libraries.htm?TocPath=Fortify%2520Static%2520Code%2520Analyzer%2520Requirements%257CLanguages%257C_____1
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MICRO ; .
|:| Focug  Fortify Software sl
A -« L)
Home
Support and Documentaton
Apache Slide gRPC IYaml ZeroTurnaround ZIP
Change Lo
M irociuction Gson Uiferay Portal Zipas
8 Fory Lcense and nfrastrucure Manages Recui
Harduare Requrements Koftin

Software Requirements

Mo Docker Reaurements Kotlin support includes alllibraries covered for Java and the following Kotiin libraries.

B Fortfy ScanCentral DAST Reauirements
' “ Kotlin standard library

Fortify ScanCentral SAST Requirements

M Fortify ScanCentral SAST Controller Requirem

Scala
M Fortify ScanCentral SAST Client and Sensor Re|
B ortySoftaeSecurtyCenerSees Reurems ||| 56312 support includes albrares covered for Java and th following Scala librares.
@ Fortify Static Code Analyzer Requirements
Akia HTTP Scala Slick
Hardware Requirements
‘Software Requirements. Scala Play
Platforms and Architectures
@ Longuses NET
Ubrares Frameworks, and Technologies
Build Tools NET Framework, NET Core, and NET ASPNET Web API Hot Chocolate MongaDB SharePoint Services
Compiors Standard
« Azure SDK 1BM Informix NET Provider MySQL Connector/NET SharpCompress
Fortfy Softare Securit Content NET WebSockets
Castle ActiveRecord JsonNET LogbNet NHibernate SharpZipLib
Fortfy Statc Code Analyzer Applicaions and Toal
a W ¥ s ADONET Entity Framework
Hardware Requirements CovHelper Microsoft ApplicationBlocks NLog SQLite NET Provider
‘Software Requirements ADoDB
Dapper Microsoft My Framework Npgsal SubSonic
Platforms and Architectures. Amazon Web Services (AWS) SDK -
Servioentegretions or ety Applcaions and Ta DB2 .NET Provider Microsoft Practices Enterprise Library Open XML SDK Sybase ASE ADONET Data Provider
ASP.NET MVC
Secure Code Plugins . DotNetZip Microsoft Web Protection Library Oracle Data Provider for NET Xamarin
ASP.NET SignalR
. N
Bl 22 Fortify JF &4 & X #F
MICRO -
El Focug Fortify Software nstal 3
N « &
Home. ad A
Support and Dacumertation
ChangeLog
W iroduction c
Fory License and nfastucture Manager Requic
ordvore Resurements ActiveDirectory LDAP CURL Library MysaL OpensSSL Sun RPC
‘Software Requirements. Apple System Logging (ASL) GLib Netscape LDAP POSIX Threads WinAPI
UM on Docker Requiremerts N oosC SaLne
M Fortfy ScanCentral DAST Requirements
8 Forty ScanCentral SAST Recurements
B Fortfy ScanCentrl SAST Controle Require R
B Fortfy ScanCentrl SAST Client and Sensor R
Boost Smart Pointers STL
B Fory SofwareSecury enter Sever Reauireme |
Forfify Static Code Analyzer Requirements. MFC WMl
Hardware Requrements
Software Requirements saL
Platforms and Archtctures
- Langusges Oracle ModPLSQL
Uibrares, Frameworks, and Technologies
Buld Tols PHP
Compiers
Forty Softuare Securty Content ADOdD PHP Debug PHP Marypt PHP OpensSL PHP Smarty
8 Fortfy Static Cade Anslyzer Applications and Tool
Advanced PHP Debugging PHP DOM PHP Mhash PHP PostgresaL. PHP XML
Hardware Requremen's
Sofhuare Recurements CakePHP PHP Extension PHP Mysql PHP Reflection PHP XMLReader
Platforms and Architectures PHP Hash PHP OCI8 PHP SimpleXML PHP Zend
Service Inegeatons fo Fotfy Apo
Secure Code Plugins . X
JavaScript/TypeScript/HTMLS

K 23 Fortify JF £ 1E 4 X #

4, BREXH

1) FREEXH

Fortify SCA X #rll F £ R HIFF L& 5 : ABAP/BSP. ActionScript. Apex.
ASP.NET. C# (.NET). C/C++. Classic. ASP (# VBScript). COBOL. ColdFusion
CFML. Go. HTML. Java (‘&% Android) . JavaScript/ AJAX. JSP. Kotlin. MXML
(Flex) . Objective C/C++. PHP. PL/SQL. Python. Ruby. Swift. T-SQL. VB. NET.
VBScript. Visual Basic. XML. JSON / YAML. Terraform HCL ## Docker
(Dockerfile) .



1o
SRR == Q
wamzo
= « s e
=
s L
anguages
==as guag
u 2 Micro Facus Fortify Stafic Code Analyzer suppors the programming languages lsted in the following fable.
BETHISREREEEER
3B ScanCentral DAST R Language / Framework Versions
Bl scancorna susTER er 50,60
Fortfy RIEZLSFROMSWER
o BUBSRESTRER Note: Analyzing .NET and JC++ cts and .NET Framework 4.7.2 or later.
WEER
WEER
NET Framework 20-48
NET Core 2.0-3.1
ABAP/BSP 6
E2REES
Forty BEREAFETENREE Note: Fortify ABAP Extractor Is supported on a system running SAP release 7.02, P level 0006.
3B Weblnspect BR ActionSeript 0
{4 Webinspect (RIBRER
W Bvesnea SUER Apex s
SUCTEER e XKD o 67,6010
Ee
HEETERIR .
TR [/ C11, C++11, C++14, C++17, C++20 (see Compilers)
W BB oty
[P, Classic ASP Gwith VBScript) 20,30
cosoL 1BM Enterprise COBOL for 2/0S 6.1 (or earlien, 6.2, and 6.3 with CICS, IMS, DB2, and IBM MQ
Micro Focus Visual COBOL 6.0,7.0, 8.0 -
. N
K 24 Fortify T XEE X &
SRR = o
- )
ColdFusion 8,9,10
D any
M 34 ScanCentral DAST R
M 3 ScanCentral SAST EER Go 1.12,1.13,1.14,1.15,1.16,1.17
W Fory RETSTOBEBER
& SUBTRESFEER Note: Forffy Static Code Analyzer supporfs analyzing Go code on Windows and Linux.
BEER
seER HCL 20
Note: HCL is specific fo Terraform and supporfed ode (aC
=2REEE HTML S or earlier
Forty BEREBH R LANRSES,
Busimzng Java Gincluding Android) 7,8,9,10,11,12,13,14,17
BRTIEE
vt £X JavaScript ECMASCript 2015-2021
W S REER
B S veipec BUER eon comion
BURRER R TARRE B
150 1221
Kotlin 13,14,1516
W R Forfy
WEEA (Hsoe &) MXML (Flex) 4
Objective-C/Cs+ 2.0 e Complers)
PHP 7.3.7.4.8.0.8.1 ‘
. N
K 25 Fortify T XEE X &
MICRO
Focus EERE 25 &
e
LU= - @
PL/SQL 816 .
Python 2.6,2.7,3.0-3.9
-
W Bsancanmaons BR Ruby 103
W S sancanmalsisT BR
W oty REETORSHER Scala 211,212,213
- SESRESFEER
memn Scala the Scala pler plugin, which i available in the Maven Ceniral Repository.
eER
Faimn Swift S (see Compilers for supported swiftc versions)
uE=
o]
e, T-saL SQL Server 2005, 2008, 2012
B2
Fority BEREH R LANES SR TypesScript 28,3%4.0,41,42,43,44,45
VBScript 20,50

BUNEER AR
EEE
IRERERIS R
TofEEeEE TR
S s

AR (Hs0s %)

Visual Basic (VBNET)

Visual Basic

YAML

© Copyright 2001.- 2023 Micro Focus o one o s afilaes.

2) BEFANFR

11,14,15% 160

60

Send documentation feedback
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Fle Options Help

EETR %
[ BEEE > EAEEE (D) » Projects v | ® | &EProjects mER p
AR RN E- @
» =% ° N
A T
BenchmarkJava
& WPSEE hackazon-master
=R hutool-5-master
e . - information-management-system-of-...
% Documents
o Joad WebGoatNET
D
¥ Dovwnoods WebGoat-rnain
b My Music WordPress-master
=1 My Pictures wpf-main
R
W =\
o, saiveson pia B
Iz Start New Project:
B Scan Java Project..
Advanced Sean..

Recent Projects: Open Project. Collak

sign In..
WordPress-master 0% Audited  Jul 20, 2023 5 =
! Sign in to list collabarative app...
hutook-crypta 0% Audited  Jul 18, 2023
wpl-main 0% Audited  Jul 19, 2023
WebGoat-main 0% Audited  Jul 18, 2023
information-management-syst.. 0 % Audited Jul 18, 2023
hackazon-vulninjection 0 % Audited Jul 18, 2023
Benchmarklava-master 0% Audited  Jul 18, 2023
hackazon-master 0% Audited  Jul 18, 2023
WebGoatNET-master 0% Audited  Jul 18, 2023
juice-shop-master 0% Audited  Jul 12, 2023
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1) BREETERLER

Fortify SCA X F 5 F WERBEE R R (RREREILE TFE) WEK, 10:
GitHub. Bitbucket. GitLab. Azure DevOps %,

Source Control

GitHub @ Bitbucket Ayl GitLab

q Azure DevOps

K 28 Fortify JRALE 32 R 4 & ik L #F
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Fortify SCA X %5 JIRA. Bugzilla. ALM Octane. ServiceNow % %k [ IR B2



Ticketing
Systems/GRC

Platforms T Jira ALM Octane [;\Bugzilla

BN Archer i = I servicenow

B 29 Fortify #h[GHR B2 R 45 & ik X &

3) REKXRAZERK

Fortify SCA X # 5 Jenkins. Bamboo #7 Azure DevOps F#F4&E kK A4 &
Ao

Cl/CD Servers
@ Jenkins g Azure DevOps <, Bamboo
) GitLab GitHub o Bitbucket
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1) EABFEHER
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Gl D:projects\WordPress-masterfpr
Edit Tools Options Help

Fiter Setz | Quick View v CIMy tssues

Group By: |Category 3]

» [ Cross-Site Scripting: Persistent - [0/ 480] -
Cross-Site Scripting: Reflected - [0/ 1829]

» [ Cross-Site Scripting: SOP Bypass - [0/ 1]

Dangerous File Inclusion - [0/ 8]

Dynamic Code Evaluation: Code Injection - [0 / 1]
Insecure Transport; Weak SSL Protocal - [0/ 4]

JSON Injection - [0/ 14]

Key Management: Hardcaded Encryption Key - [0 /4]
Open Redirect - [0/ 117]

Password Management; Hardcoded Password - [0 /1]
Password Management: Password in HTML Form - (0 /
Path Manipulatien - [0 / 82]

Privacy Violation - [0 / 118]

SQL Injection - [0/ 230]

© dlass-wpdb.php:2459 (Shared Sink) - [0/ 1151

» @ class-wpdb.phpi2461 (Shared Sink) - [0/ 115]

<

< >

System Information Leak: External - [0 7 1] v

@ analysis Trace X

&

&

Advanced,

=8

[Clrroject Summary [ elass-wpdbphp X Sl

2445 ~
2447
2448

Bsince 3.9.0

@see wpdbssquery

@param string Squery The q

private function

query( squery ) {
ed( 'SAVEQUERIES' ) 8 SAVEQUERTES ) {
>timer_start();

s->dbh ) 82 $this->use mysqli ) {
mysgli_query( Sthis->dbh, Squery );
Sthisz-sdbh )

mysql_query( Squery, Sthis->dbh )3

) 82 SAVEQUERTES ) {

array()

=]

= adminphp:137 - Assignment to Splugin_page

7 - Assignment to Shook suffix

» #() adminphp:212 - set_current screen({Shook_suffx : (Stype
#{) adminphp:14 - admin,php((Stypenow))
) edit.php:10 -+ admin.php(once)({Stypenow))

=ditphp:37 - Assignment to $post type
> 3) editphp:100 - prepare(1(71]: return('7])
<

~

Audit X Details Recommendations History Diagram Sereenshots Filters Warnings

Issue: class-wpdb.php:2459 (Shared Sink) av
5QL Injection (input Validation and
Representation, Data Flow)

There are multiple issues selected, Comments vill be

Rule ID: FF858C20-4BCD-4EBA-BDBA-F1502AB0602€
|Taint Flags: weg, xss
Direct Function Call: mysqi_query)

2) WATEX

Functions X i

show:  [Al_

Group by: | package ~| Legend.
include API:

[AExternal [ intemnal [Isuperclasses

> Default Package
> Top-level functions
» i paragonie~ ~sodium

A ~sodium~* ~core

» # paragonie
> 4 paragonie~" ~sodium~* ~core~=~chacha20

» # paragonie~" ~sodium~* ~core~*~curve25513

> 8 paragonie~"~sodium~* ~core~"~curve2ss 19~
» i paragonie~"~sodium~* ~core~"~poly1305

> # phpm "~phpmailer

> # wporg~"~requests

> 8 wporg~n ~requests~ " ~auth

» # wporg~"~requests~*~cookie

> wporg~"~requests~"~exception

» 8 wporg~A ~requests~*~exception~* ~http

> # wporg: 2q P P

» # wporg~"~requests~"~proxy

» # wporg~"~requests~"~response

> # wporg~*~requests~*~transport

> 8 wporg~"~requests~"~utilty

< >

User:
sppended to each izsue.

- class-wpdb.phpffS%E 2450 FERENT
Analysis: i SIEROIESSAGEN SOl 59, 8
Edit. SRR, REREBERETAYE
=" NEER SO BS.

[Click to append comment (Ctrl=Entar to save)
[— More Infe i
(=]
Writable [ tnsert

Kl 31 Fortify AH R EER
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¢build-id> —clean
Chbuild—-id:

Cbuild=id:

ild-tool-options> ]

REBUILD
id>

& 32 Fortify & A4TH R
3) IDE #EH#ER

Fortify SCA X # 5 Eclipse. Visual Studio. JetBrains (‘&% Intellil)
% IDE #47 & Ao

IDE

= eclipse > Visual Studio %

4]

Visual Studio Code

A 33 Fortify IDE 4 4E =,



opentext” Products Solutions  Support & Services ~ About

Supported Products

« Fortify Static Code Analyzer

» Fortify Software Security Center
« Fortify on Demand

» Fortify Security Assistant

& 34 Fortify Visual Studio f&H

7. WERH

Fortify SCA XFZ2RFEA#MERHNMEM LS (PDF. XML ), #
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| m Generate Report... oo
Report: Forify Security Report v | Visibility Settings
B Dy Executive Summary
& Project Summary [Alssues Overview
[ Results Outline This section provides an overview of the issues
: - d during analysis, The report covers a
led P uncovere g analy =port
k] Detailed Project Summery summary of vulnerability categories discovered by the
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Category: Header Manipulation (170 Issues)

Number of Issues

L]

Not an Issue I

Reliability Issue I

Analysis

Bad Practice I
Suspicious I

Exploitable I

Abstract:
HTTP cache-poisoningcross-site scriptingeross-user de facementpage hijackingcookie manipulation open redirect
Explanation:
Header Manipulation
1. Web HTTP
2. HTTP Web
Header Manipulation HTTP
Header Manipulation HTTP Response Splitting HTTP Response Splitting CR %0d \r LF %0a \n
HTTP header() PHP PHP HTTP Response Splitting Cookie Manipulation Open Redirects HTTP
HTTP HTTP

<?ohp
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Cookie Manipulation cookie
Open Redirect URL
Recommendations:
Header Manipulation

Header Manipulation Web Header Manipulation

Web SQL Injection Header Manipulation Header Manipulation Header Manipulation
Header Manipulation HTTP 0-9

HTTP CR LF HTTP Response Splitting " '='

Header Manipulation HTTP CR LF

HTTP Response Splitting HTTP Cookie HTTP Response Splitting

Fortify Priority: High Folder High

Kingdom: Input Validation and Representation

Abstract: HTTP cache-poisoningcross-site scriptingeross-user defacementpage hijackingcookie
manlpul ation open redirect

Source: class-wpdb.php:2461 mysgl_query()

2459 $this->result = mysqli_query( $this->dbh, $query );

2460 } elseif ( ! empty( $this->dbh ) )} (

2461 $this->result = mysql_gquery( $query, $this->dbh );

2462 }

2463 §this->num_cueries++;

Sink: admin-ajax.php:27 header()

25 send origin headera();

26

27 header( 'Content-Type: text/html; charset=' ., get_option( "blog_charset' ) );

28 header( 'X-Robots-Tag: noindex' };
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