HARERE R TAE
Checkmarx W|FIR &

MEE . 2023 47 A 16 H -2023 47 A 28 H
RE HH: 202349 A 18 H



wELH | BARRDLZ L5 THE Checkmarx JFE | RA | v1.3

RE R INSBUG-S-202308-002 FIE7 202349 F 18 H

<o

WA= A

ARMFRE A G LSRN FOETRELREHARRT, RELATREIFARI, £
JRAC B Tt Rk %2 2 Ae I QA .

REH N T 2 W F QW , R f A AT R ARNTRE N BT A%, K
MAFRE RGN FA KT SE, wHFRA T, KRUHFHEE,

BN BE 2 AR W A
E-—FXLTUVWHEREZERNAE, LETERXNEZL2 AT 5QHEH, HEIR
FAZHOETHZAEZRE, R THUBRRAGMEFNZLERLNE T 6.
ERERAFAFLFENLERNZEEXMA R AR, KK E N RZ LT R
AER. ZEFHIBATR. TREAFRANFELEZ LN T EM TR, TU
MEH., BHFRRFRATLAAZNZ2LE, RIABANZ L NEMIFE.



—. JFEW

Wk #DERGRZ AN TEF SN T4 ESE NEAEFRETE, 5T
OWASP F E & i1y (FARREGZ 23 TANTFEE v2.0) JF RN T,
EEETZEETHNTEEFFESNR RGN R, BEE AL, M
A SR F s R A E

—. WEFE

1. FEHH

AT ALV H B TR ey H H M oL, AR T LR ELEFW
ROV, AT HA (B R R B SL Y B R T B SRS AT R, e R B A ED
& YRR A B AT I 3T

FHEFERE LT X LATFHRE]L

2. JUIERT &

BAF P R aE =R e Ra, =R U E 7T, UNELE
PAE R LA TR P R, BT R, PR A B R E SO T
BV DLR o gE i ST R M A R R

A KM B 4 % & Checkmarx CxEnterprise F= &,

3. MA%H

X% F Checkmarx CxEnterprise HYMRANF K3k Z &bk, 7 & & A2 8 7 gk
FE—ZEHRNERZR. RKMNITFH&E Checkmarx CxEnterprise Hy 9.5 BUA
FEAHMFX &, ZRALAT 202246 A, BEENTHRE1EF2ME, %
1 E S HL K BE Checkmarx CxEnterprise 2Ry 7= & g 77 .



4. WKL

R R RRBZ AP TE = HAFRYEZ OWASP # B & A 19 (8 SR K
H#E T AN E v2.0), HENIFTREE:

WEAIRE

ZAAE

R ) A

TR X R

¥R & &

FRRE

W4 i

7 2

at:

E N N E NN N Oy

5. WAL

AR P VR TR R PR o 2 R AR B A A A AT R, TR B R A
AR I IRTUE , R W RAE AT B 2 TE R AT AR KA R E .

AT #RIREA N AR FRE A R 8 S AR e E AR, DB E R
EF= b B9 2 2 IR IE AR U BE 77, i BT DAE B AT IR AR T ok, DR E AT
IRIEFI T2 B A £, MR ARG R A A AARELE, RREANL A
RFERAEF RN Fl ey (B EEmAEL 5 HFLES. 18 HRERENHK
BAREBEAE), UATHETENNANE, ATELE. MEHRIETA
B b AR U BE 7

Java, PHP #v C#E LAl i fl &) Z VR EE = .

B JavaWAEFERE, ERSGBREATLFER Z.

B PHP R &FATHI Web R Al EE 2 —, KEFFEMILE R G E I PHP FF & .

W Ci#fE Windows RGN MmN RGTF A TR Z.

HEX=ZMETNNAEAR, TUE ETE RGN E. 5= f0 L f KA,
H=MEE 88 K ERBRENITIRL A, &A1 4 & SRR T AT
ME, WITE RS &4 KRR NER.

E

MR A RRE R G2 IT L E T AR AE F RS, B AR KA =



5 BT ] LK A U R B R A 2

AR BT ARV AEA, o ] B8R 5 A A R
TR Ry DU (RIR R R AR &, B s 6 P 4 R AR & 52
BT A 7= Bz R o e o R A R

6. WFL T

ARV 7 5 3R 3R R 40 A 3R A R AT R A B o B 9 O R
ST BRI HIE A b F B AL, BT = B 2 2R T 2
B TR AR Ao o B O, [ B IR A A 8 o B AR R B TR R+ A iR
o i B 53

2 TR BRI R R R R A A R T R T
EIRRFE: MR AT 7R RR
o SRR 7 A I B T AR SRR IR X R BRI
B R IR R 6 E AR R
BHE. (HEBRHK-RRSEEO /EHERER
BIE: (ZIRRRHRRSE) /LIRRRSK

=. WEEHE

WA % Checkmarx CxEnterprise (Static Code Analyzer)
WM A: Checkmarx CxEnterprise 9.5
A

Checkmarx CxEnterprise 9.5 & —MoAFHRERG oM AT R, TR
AATRA. RERGEERRGPEAR EE#E W, it ARE.
FEGGE A £ EEE A%, CXFLMRBESHALTE, HIAHSE
TLE T & T A& &



M. JIFRER

WEMFEEER, WFLERLA: HRE. HoBHRALTHL,

ARG R HEFZRE NN EEAZRNME, NIFTREF LA RN NI
AT 5 AT, BONIE SR PR R R AR R IR RER R E R A R, L LR
FRB R/ R E L

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

BREIRIE £ e S R R PR & IR P E S
=HE mEBSEE = AHEE

Bl 1 MFERER

8, 660

880. 00
FITIKHRE AT BATRES

B2 FHEHRE (B )



70.

00%

65. 90%

60. 00%
51. 90%
50. 00%
40. 00%
30. 00%
20. 00%
10. 00%
0.00%
FHRAIRRE EERERRE
K3 FHRARRE/RRE
WE 4 2 ME T WME F 5 MTE LR
\ BIERTXFH - i
HEIIR
e & - i
HEHEE - i
(FATREF4: 140s)
(7 AT RAFH: 880s)
(B AATRAEFH: 8,660s)
FE B4 1 i
HEHE i
HAFEE
LA H A i
HEHE i
TR W E - T B (F3 65. 9%)
VENENSEES - T3t B (FF# 51, 9%)
gmiE AL X - T i R
3 L R X F - i
TR AL X B imEANEE S | TR




O REAN G A | R
F AT IR R
R IEATIT B A7 o KR #HE
3 A I T R
TR KA X - R
REAN | REEEXE - #HE
T EAE R X H - R
—— FFEEE XHF - #HE
VLR N BN - A3 R
BREEERTER | - R
TREKR | HBRERAAER |- #HE
HEERRGER |- R
B F - HE
FRRE | HATER - R
IDE # fF # X - R
e |- - R

% 1 Checkmarx = Sl iF4 &

. WIPIFE

1. HEXRRRE

= U VF R R AR ] B P BB AN, DL Rl TIRE RS B & A e
%, FE, WAFHAE K ARFNITE~ SR ARE5HE, THA 8 E X E K
i & 5 %

G-HHEFBAEREFELLT:

B AEZE: Inter(R) Core(TM) i5-7200U

B A%: 16 GB

B FE#: 500 GB



2. MRBEAD %

AR T E & = o P o A 7 o 4T 4 2 R DL ROUR R R AR R R R T

By R

1) H#EZNRFEA

T E 4 RA REg |FRES T B ek
information- https://github. com/zhujainxipan/informat
management—system— [2015/5/18| 7,920 Ct
of-students ion—management—system—of—students
WebGoat (.Net) 2014/2/23| 33,532 cH https://github. com/tobyash86/WebGoat. NET
Windows
Presentation v7.0.9 | 1,938,664 Ct https://github. com/dotnet/wpf
Foundation (WPF)
Hackazon Tl H
2021/3/12| 5,053 PHP  |https://github. com/rapid7/hackazon
vulninjection
Hackazon 2021/3/12| 450,913 PHP  |https://github. com/rapid7/hackazon
WordPress 6.2.2 969, 871 PHP  |https://github. com/WordPress/WordPress
Hutool T E crypto
5.8.20 6,436 Java |https://github. com/dromara/hutool
HE
WebGoat (Java) v2023.4 | 82,578 Java |https://github. com/WebGoat/WebGoat
https://github. com/OWASP-
OWASP-Benchmark 1. 2beta | 1,646,172 Java

Benchmark/BenchmarkJava

2)  RRE A U A A

& 2 HhE Z MR A

T B 4 RA REg |FRIEE T B e hk
WebGoat (.Net) 2014/2/23| 50,021 Ct https://github. com/jerryhoff/WebGoat. NET
bWAPP 1.9+ 33,011 PHP  |https://github. com/raesene/bWAPP



https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/zhujainxipan/information-management-system-of-students
https://github.com/tobyash86/WebGoat.NET
https://github.com/dotnet/wpf
https://github.com/rapid7/hackazon
https://github.com/rapid7/hackazon
https://github.com/WordPress/WordPress
https://github.com/dromara/hutool
https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/jerryhoff/WebGoat.NET
https://github.com/raesene/bWAPP

WebGoat (Java) v2023. 4 82,578 Java |https://github. com/WebGoat/WebGoat
https://github. com/OWASP—
OWASP-Benchmark 1. 2beta | 1,646,172 Java
Benchmark/BenchmarkJava

1. WEKE

1) RERZEXF

%

& 3 U IR A T

Checkmarx F= & X # & 4F Windows. Linux #1E 2 Z W Z .

<« > C 0 @ checkmarx.com/resource/documents/en/34965-89349-enterprise-updats

B sn~ B iEA B Ak B ERS6

Checkmarx

WEIRB—S

v

HREDRESCA

NET 6

-9-5-0:

features-and-enhar - & b K

2 A LEER

B xe¥s B SE-E B ETLS B fovob EJ w¥ECMs B3 % B M® B Ifré Q 2@ B Google @iz

BT .NET Core 3.1 ¥§F 2022 F[EAR] EOL (4£#EHALILE) , Checkmarx SAST Ei3iEZI .NET 6.

REDRESAST

Checkmarx SAST it
SRR EIER
SRR
EBIRE
9.5.0 K178
950 UBEH (FHirhhein
SBINARE)
9.5.0 TIFMRFBIESUER
9.5.0 i) API SR
9.5.0 WREN
9.5.0 183M2F
DRI EZERRA
SIRBRRA
SRBPIER
SRR
SRImREIERS
HAZIER
[=ES
SERIAPIER
ISR
SERIBERHEBRAN S L )RR B
BRESIKTFENIN (SLA)
REDRBOSA
Checkmarx & #8255
Checkmar SAST-Slim
P SAST $3## AWS Lambda

ABUXHE

v

< < < vv <«

NET 6 EFMU T
- RER2M
- RIS
o SINRER - —MERNEFEERNSR
- C#10 FRARFAIMEREERBERL. EAXRNAN

SEjE

&8 Net6 F&, EhRAHHRREMIMENRIZS, WM CPUEBEHAIENIRES 1520%,

SER: NET 6 {UGERAT Visual Studio 2022 KA R ESARAS .

Linux #/EZ 4t - Fedora v33

T Fedora v33 3245 .NET6, FEitk Checkmarx SAST A7k 9.5.0 $§ 3755 Fedora v33,

Linux $#2{ERZE - Cent0S 8

BT CentOS 8 E3A% EOL (4@ EHAKLE) , Checkmarx SAST JS7EENIGH#E L A03| 8 2 —iZ S EUERS Cent0S 8 I $5,

FE#RYIRAZ
950, MIEHRIZMITEESRM, KR GTERME RN FErAIEE.

B 4 Checkmarx 2 % % % #

Checkmarx X HFZE BN EF, X H 5 Z &% HET &€ (41 Docker # Kubernetes)


https://github.com/WebGoat/WebGoat
https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava

S8

< cC 0 a x.com/resource/doct s 4965-1982-installing-iast-using-docker.html#UUID-0b4bfc44-88b1-f922-a933-.. G (1 ¥ H a®
B &%~ B 28 B AmicR B RRSHM B HeFe B SA-—F B3I ETLS B3 fodob [T Mi#EcMs B %M B3 MR B3 Iffe Q #E Br Google BiF
Checkmarx o « Replace <file.pfx, file.jks, file.cer> with the actual file names and replace yourStrongPassword with the
respective passwords.
Checkmarx O . . q q
eckmarx One > « For IAST 3.10 and up, the .jks file (jks_Name=file.jks) and the associated jks_Password are no longer needed.
Checkmarx SCA N
Checkmarx SAST N
SAST/SCA Integrations N
IAST Documentation o .
ST Release Notes X Installing the Docker Image
Overview 5
Setup Guide o Run the following commands:
System Architecture
Server Host Requirements N $ docker
Preparing the Environment $
<path_to_config>/:/config/ --name iast checkmar
Installing and Configuring I
IAST
Installing the IAST o
Management Server .
Installng AST using e Replacing Default Ports
single Endpoint with
Docker .
To replace the default ports, do the following:
nstalling IAST using
BEED o Add the following to the config file:
Enabling FIPS
Installing the IAST
Management Server under
Windows
Adding SSL or Additional
Functionalities to the IAST 0 Replace the ports, if necessary.
Management Server under
ndons If you change th he config file, also change th lues for -p 8380:8380 -p 8370:8370n th
. ou change the ports in the config file, also change the port values for -| : q : in the
Installing the IAST (i) Y 9 P Gl 9 p P P
Management Server under docker run command with the new ports on both sides, for example -p 8085:8085 -p 8075:8075
Linux
Upgrading the IAST « Make sure to state the correct ports in the commands above.

Management Server

K 5 Checkmarx & #&1h % #

2. #AEWH

1) HEHEE

12360

10560

1380 |

FiT AT BAIT
. =Java PHP C#




6 TRREERFHERE (B B)

Windows Presentation Foundation (WPF)

AT H FREE | REE | F#HEK
Hutool T H crypto # ik Java 6,436 180s
Hackazon 3 B vulninjection 23 PHP 5,053 120s
information—management—system—of-students C# 7,920 120s
K4 TAZREAEEE
K 5 E FREE | REE | #HEK
WebGoat (Java) Java 82,578 1380s
Hackazon PHP 450,913 480s
WebGoat (.Net) Ct 33,532 780s
®5 AAAHREAEEE
MR TE FRES R g HE#E K
OWASP-Benchmark Java 1,646,172 3060s
WordPress PHP 969, 871 10, 560s
CH 1,938, 664 12,360s

&6 HATHRBAEREE

2) AHEE

(1) =ZHE#

Checkmarx 3 #xf B H JF KA 1% £ B 81 B o 3 1




l e - _

« 3> C 6 O & win-iccdc05mgj6/CxWebClient/NewProject.aspx A =

@ WFLE (2 Checkmarx Enterprise

HAGE fii | _ R EEVFH SRR

W3 PR HTI0RTE

% ®
@ e ®
(ESTE ®
B— A= A= AN Eh &7 @e
TETFRIET
B TEE

4 BBl T-#Hp WHEHX TEv

© 72023 Checkmary | TH&R

W7 e

(2) HH#E

Checkmarx g64% 2 I L B B R ADH #5392

O & win-iccdc05Smgj6/CxWebClient/UserQueue.aspx

b v aaa O
‘WE IHBIv boi % =K e HEER WEAER fREBTE s HBE
202212119 2005 :

4 4 n > > mmkN: 10 v 1&RE A

K 8 Checkmarx 3 4

(3) HRHEH

Checkmarx X #FH K, XFHFHA XK EBAT LRI RS HE R,



Z2CHECKMARX
V9.4 [souc]

Pl =]

R3S/

O B 5 551k =¥ i =5 S b4 -?f X B3
L}
- @ —a
O @ 2022/12.  202212. scan222 SB Web Portal  e— 79456 CxServer Localhost  9.4.0.2076
2022112 202212 scan11l SB Audit  — 118724 CxServer
o @
O [ ] 2021/ 2021/ dvwa SB Web Portal 79456 CxServer Localhost  9.4.0.2076

B 9 Checkmarx [F] Bt o 6

(4) HELH

Checkmarx X H¥ S+, 7 LLET
Je B 9]

A B — 2B & E R R D KA

e cC 0o a 4965-68557- g-p htmi#UUID-8432¢3da-f51b-5bcd-ad1d-119.. & @ & % O # * ¥ & © & 9 P @ » O ¢ ]
D En~ BiER B aWicR B HRSM B HeTA B SM-8 B9 ETLS B3 fordob B9 tiMEcMs B9 %M B9 B B9 Ifk4 Q &8 B Google BiF B
Checkmarx
= o A JN
— . EH (SAST 13 -
RITIRA > ETHE
—MRF RS > o 8@ (SASTHEN)
Checkmarx fRIZA 135" "")‘(
= EX
Checkmarx One F3F°1E
b1y} e ERNFIEN?
= 8 [R5 SAST 13; g o $EES)
T ; & BB SAST SHEREIEX
&3 Checkmarx One > Rt
- ’ WREBRE—FEE— B RBUERAERONE, KASREAEE FARBRBNEERNRBUREDEITORE (&7 P
—— AW .
i > NBHTRRAN, 08 DREERBLET 7% WAEXHDEN, NAHETREEMH,
EENAERF N
ERGWER
- > | &  SRERRBSARRDREEABOEN.
= >
REDRE—SHRE >
SCA AppSec &Rt
12 Checkmarx One S5 EIEEQD@IT,EE)‘J?
BUREE
:E"’*P‘ﬁﬂ > SRMBRAENERBL S HEFATEIINERAN, MEMRBRARENARE, BERSH, RNBETRARLENAR,
S , HEFER, BRI BRI R
M SAST i¥#8%) Checkmanx N BEBEARR—TER, K221 DA
One
—_

K10 #EHHE



3) IWFIRME/ /| E

94.50%

58. 60%57. 60%
50. 80%
41, 20%
0
WebGoat (Java) WebGoat (. Net) bWAPP OWASP-Benchmark
niRRE wiFRE
B 11 Checkmarx M4 A T IR W E /KR E 41t
75 VN EE ThrRFEE  REREL REeFH BHRE | FRE
Al Broken Access 9 25 6 76% 33. 3%
Control
A2 Crypto 5 4 0 100% 100%
A3 Injection 27 26 15 42% 44. 4%
A5 XXE 3 0 0 0 100%
A6 Vulnerable 2 1 1 0 50%
Components
A7 Identity & Auth 13 79 12 84.8% | 7.6%
Failure
A8 Insecure 1 0 0 0 100%
Deserialization
A9 Logging 2 0 0 0 100%
A10 SSRF/CSRF 6 10 6 40% 0%
<4 68 145 40 72.4% | 41.2%

% 7 WebGoat (Java) J&yEMA T E



T VN EE ThrRFEE  REREAK REeFH BHRE | FRE
Al Injection 4 3 3 0 25%
A2 XSS 2 89 2 97. 7% 0%
A3 Authentication 1 0 0 0 100%
A4 Debugging 1 0 0 0 100%
A5 Encryption 3 0 0 0 100%
A6 .net Exploits 1 0 0 0 100%
J<% ¢ 12 91 5 94.5% | 58.3%
% 8 WebGoat (.Net) J&JEMRAIE
F5 KR IhirRFEE  RBREEK  REeFH  RHEE RRE
Al Injection 21 39 16 58.9% | 23.8%
Broken Auth &
A2 ] 10 10 3 70% 70%
Session Mgmt
A3 XSS 15 17 11 35.2% | 26.6%
Insecure Direct
A4 . 3 0 0 0 100%
Object References
Security
A5 . . . 14 0 0 0 100%
Misconfiguration
Sensitive Data
A6 5 0 0 0 100%
Exposure
Missing Functional
A7 Level Access 9 18 3 83.3% | 66.6%
Control
A8 CSRF 3 0 0 0 100%
Using Known
A9 Vulnerable 3 1 1 0 67%
Components
Unvalidated
A10 Redirects & 2 2 2 0 0
Forwards
<4 85 87 36 58.6% | 57.6%

% 9 bWAPP &R M| T B




F5 TR KA ThrFEE  mEREEK  REeFH O RRE  RHRE
Al Command Injection 126 121 75 38% 40%
Insecure Cookie
A2 36 15 3 80% 91. 6%
Flag
A3 LDAP Injection 27 28 24 14.3% | 11.1%
A4 Path Traversal 133 252 118 53.2% | 11.3%
A5 SQL Injection 272 485 255 47.4% | 6.3%
Trust Boundary
A6 . . 83 0 0 0 100%
Violation
Weak Encryption
A7 . 130 0 0 0 100%
Algorithm
Weak Hashing
A8 . 129 0 0 0 100%
Algorithm
A9 Weak Randomness 218 0 0 0 100%
A10 XPATH Injection 15 0 0 0 100%
XSS (Cross—Site
All o 246 220 220 0 10. 5%
Scripting)
E 1415 1121 695 38% 50. 8%
% 10 OWASP-Benchmark Jg 3 it 5 B
KT E SE I IR R 2K > H IR IR 2% TREG T | RHEE | FRE
WebGoat (Java) 68 145 40 72. 4% 41. 2%
WebGoat (.Net) 12 91 5 94. 5% 58. 3%
bWAPP 85 87 36 58. 6% 57. 6%
OWASP-Benchmark 1415 1121 695 38% 50. 8%
k11 RFRRE/RREERILCE
4) RERDGXFE
Checkmarx %t F Jar. APK. EXE % — 3t &0 ik B #4794




5) BIFMAXE

Checkmarx 3 # Xt & Fl # o i | X4 Java, JSP.

JavaSript.

VBSript.

C#. ASP net.VB.Net.VB6.C/C++.ASP.PHP, Ruby. Android.APEX( AppExchange

platform) .

API to3rdparty languages %5 T B #ATIE R M HH

https://checkmarx. com/resource/documents/en/34965-46283—supported—

code—languages—and—frameworks—for—-9-5-0. html

< cC 0o @

4965-46283-supported-code-languages-and-frameworks-for-9-5-0.html G

B g5~ B53ER B Amcs B #RSH B #eTFe B SE—8 B35 ETLs B fordob B MEECMs B9 %M B MR B Iffd Q o8 B

Checkmaxx

Checkmarx One
Checkmarx SCA
Checkmarx SAST

Checkmarx SAST Overview

SAST Set Up Guide

SAST Release Notes

Main Releases
Release Notes for 9.5.0

Enterprise Updates for
9.5.0 (New Features and
Enhancements)

Supported Code
Languages and
Frameworks for 9.5.0

API Updates for 9.5.0

Vulnerability Queries for
9.50

9.5.0 Hotfixes

Previous Main Releases

Engine Pack Versions

SAST User Guide
SAST Quick Start
SAST Configuration Guide
Audit Guide
Archive
SAST AP Guide
Access Control
SAST Troubleshooting & FAQ
Service Level Agreement (SLA)
Checkmarx OSA

Checkmarx Reporting Service

6) IWIFEALIN X

(D

Checkmarx 7= & B # HY AL B, ¥ DL if 7=

< < < v v < v v

UNECKMark UOCUMENTation | LNECKMark SAS| | SAS| Kelease NOTeS | Main Keleases | Kelease NOTES Tor ¥.5.U | SUPPOrtea Lode Languages ana Frameworks 1or ¥.5.U

B K O 8t

Google BIiZ

Supported Code Languages and Frameworks for 9.5.0

The following code languages can be scanned using CxSAST v9.5.0:

Environment Primary Languages Secondary Frameworks File extensions
Languages
(( « Java « JSP « ATG DSP Taglib * java
g * J2SE « JavaScript * GWT . jsp
Java * J2EE * VBScript + Hibernate o jspf
« PL\SQL * Google Guice o jsf
* HTMLS « Java Server Faces * tag
(JSF) . tld
* JSP e .mf
* JSTL FMT Taglib o xhtml
* OWASP ESAPI *.vm
* MyBatis « .gradle
* PrimeFaces * properties
« Sprint Boot o xml
* Spring MVC
* Spring
« Struts
* Velocity
* C# * ASPNET * ASP.NET Core . .cS
* VB.NET « JavaScript + ASP.Net Core Razor « .cshtml

& 12 Checkmarx # 3 ;i JFl X

B IR E AL BB A

o supp
Fram

Supg
Fram


https://checkmarx.com/resource/documents/en/34965-46283-supported-code-languages-and-frameworks-for-9-5-0.html
https://checkmarx.com/resource/documents/en/34965-46283-supported-code-languages-and-frameworks-for-9-5-0.html

HIMEEEFR W
¥ [# Apex

> cx
gl

v
0

Cobol

,
<]

CPP

v
€]

CSharp
Go

Groovy
Java
JavaScript
Kotlin
Objc

Perl

PHP

v
0B EEEEEE E

PLSQL
HEV BEX | B

o

& 13 Checkmarx 7 i 15 2% IR #1 U
checkmarx #LN LiEB L, RGEEHFHBLE, E4TEFENER

(2>  HFEREAUEA

Checkmarx $& 6t B & XN By 7 R4 BA A 70 B9 % 42 IR 2 2L A A AL
B = XA B fE 2 T



& C A F&#£ | desktop-mghbrih/CxWebClient/Presets.aspx

EZCHEBCKMARX
Va5 [soLe]

o)
AR -

BE/ AN AREEEE

ERARERTEN, NEEETHE

Checkmarx Express

1

CWE top25
Defaut

Defauft 2014
Empty preset

Ermorhandiing

MRS Al

o
| HRFANR B SSANE 5 SANNE

JavaScript
e Kotln
o Objc
Andoid & e
Apple Secure Coding Guide Pip
Checkma Defout

+

oRY WEX

RERN 0 v

< < fzee v

EFAER

1REH4R REY BAX | BE

F 14 Checkmarx 37 ¥ J&JE # |

« C A Fgz% | desktop-mqh6rfh/CxWebClient/Presets.aspx

0
145}

WilnH]

(A

= -

ECHBCKMARX
V9.5 [SDLC]

BB/ BENEE | N EETERE

HEHPIREREE S, TRERTAE

FAREEEFR Checkmank Default

+ SEFANE B SdHAllE 5 SAFRE v EkE HAE O P I= Java_Exploitable_Path
, . P RIS JavaGwT
s ‘méé‘ | et 13
o > [i=  Java_Heuristic
] 0fa)] i3
4 8 P @i= Java_High Risk
Android jufer Java_Low_Visibility
Apple Secure Coding Guide W Java_Medium_Threat
i [ = Java_Potential
Checkmanx Express e Java_spring
= St
CWE top 25 wE Java_Stored
= = Java_Struts
Default W
o [/\ struts_Form_Does_Not_Extend_Validation_Class
fault 2014 ol
Defautt 2 o [/ struts_incomplete_Validate_Method_Definition
Empty preset oo @A\ Stiuts Validation_Tuned_Off
Error handling W Struts_Duplicate_Config_Files
[ truts_Duplicate_Form_Bean
M @zse | mEAN 0 ¥ TRESAR 5
a v
EDRRHEA
mRE
Struts ERRET B30, 3 ) EE. B2, nRE21 1THRFREN. SR,
—

B 15 Checkmarx JfE #10|

7) WWRICEN

(1 HFiERER

Checkmarx X F x40 M| 2| 9 E # AT B B0AFi0, FRERENFEEE,
BERFANTEE., REMENRELE., REANERZE,

¢ BORA T H BN R EF AN BCRA:

Checkmarx %



EEEmATLRE A SR EE AR R,
EEEA LSRR S SR (XSS) .

‘ eﬂudehashing ‘

Vv #£REs v EREREER

vy gag | Gpapvs L A=

Eﬁ% E’u“]ﬁﬂm{ = ‘ Wﬁ'%{ ﬁ}Z#—S‘ ﬁﬂ‘.ﬁﬁ‘ FEOE S ‘ Eﬁiﬁ% Eﬁ?&ﬁ% Eﬁﬂtﬁ{ Eﬁﬂﬁ‘ EREE

‘ %i?‘z{ BRLTI=

FEIFIA
< =50 & Reflec.. b \Web.. Hashi. 48 request \Web.. Hashi.. 62 mdSH.. B#RA = request
> £= & Reflec.. E-iiis] \Web.. Signin.. 54 request \Web..  Signin.. 64 privat.. EEFEEA = request
RRATHIB & Reflec.. Hifl) \Web.. Hashi. &7 request \Web.. Hashi 76 sha256  SE{FEIA = request
O s 2023/. & Reflec.. i \Web.. Simpl.. 60 email \Web.. Simpl.. 83 substr.  SSFHEA 5 email .
O s 2023/.. & Reflec. i \Web.. Simpl.. 76 email.. \Web.. Simpl.. 83 substr..  ZSEFEIA = email
m 7 on9ar & Refler  2Rfh \Weh INNRF RR neerd \Wah INNRF 74 huild E=c=: ) = neerl
— N N
K 16 Checkmarx #=1C I F
Checkmarx £ £3R A& H 8 B IAF FEFF AR A
N i e o o eCE= 5 BEES SRR e o= Ay o
1d=100001 1&PrcectiD=12 AD PR B @
iO * <p>The -haark di. buted the hoj the ill be eful, by E o |
1L VIRRATY okt v S ied vactanty of RERCHAY iﬁ TITY o FEESS FOR b FARTICULAR L) ot
13 2 FUROSE, 'St the G Gensral Public License fox noze dot » v
B :k"?::dllg;;mhen getTeparameter
17 v
B s s an sl e = v i
i BT 05 (el B¢, R
¥ ¥iva BEATEIREA E2 mEEE,
I Sty I0: 76585854
|rteo= ‘ () cotebusiog ‘
1:’?’ VERRS v v GRFEE vy WESRGES v 0 uR | GERRTM ) 7R @ vizsm @98 O
| T ofu |esem | mous | moavan |#s | mzens] mwzex BERAE |anss |ancee |
¥ JavaScript N
rom : x 1
(ST o2 w81 o ‘Command_Injection %89 \Benchm_ N s
P& o3 wsne1zss & ‘Command_Injection W9 \Benchm. S| & &
o+ wn81zss & ‘Command_Injection #9  \Benchm_ sEEA| B z
os wznsizse o ‘Command_Injection &9 \Benchm. sEEA| & z
os 2023/7/1817:58 'l ‘Command_Injection W \Benchm_ sEm | & z
ml 0237081758 & ‘Command_Injection 9 \senchm_ sEmL | B 2
| ] os wnansirss O ‘Command_Injection 9 \Benchm.. swmil | & 4
(=}K) wnnsizse & ‘Command_Injection 9 \senchm_ sEEA| B z
O e ‘Command_Injection Wi \Benchm.. SEmA | B 4
0 n smnsizss o ‘Command_Injection W9 \Benchm_ sEmA| B 2
02 wmgnerss ‘Command_Injection &9 \Benchm.. SERA| & 4
0w zmes ‘Command_Injection Wl \senchm_ sEmL| & z
0w wmaneizss ‘Command_Injection &9 \Benchm.. sEmis | & 4
015 2osnsizss oF ‘Command_Injection W9 \eenchm_ SRl | & 2
O wwpneuss o commandnjecton 00 \penchm_ smn | & s
O v snsirss o ‘Command_Injection W9 \eenchm_ sms | & z
O 18 smsirss &P ‘Command_Injection W9 \Benchm._ BEWA | & #
0 19 oosmsirss o ‘Command_Injection W9 \Benchm_ seRA| & &
Con AR P comman iseton 00 \manchn mou | ®x o~
N
K 17 Checkmarx # ik
N N
Checkmarx % RIK A F#INERSL A THI:
C A F=% | desktop-mghérh/CxWebClient/ViewerMain.aspx?scanld=10000118&ProjectiD=12 A D o *t @ B
o pblic Separaeclanstequst (fpServiesfemuest roqwest) | - =
7 thi' equest
g b 1 oetParameter
0 public String cetTheParanetex (Steing ») [ » v
1 zoturn request. getParanstex (p): ]
§ Lo
H v

public String getTheCookie(String o) {
Cookie[] cookies = reaues ook

des():

S severty 2

7 05 (shel) 89, B
&

RERTBIBAEA
Similarity I0: 476986894

: BN~ oo
3

|
L
¥ JovaScript

VERRS v v aRSRE v v IERARARES v U 3R | GEEEFR O e

s -
>

o T

«

5 2023/7/1817:58

6 2023/71817:58

-

il 8 2023/7/1817:58

i 9 2023/7/1817:58

0 20287181758
2023/71817:58
1 20287181758
18 2087181758
1 20287181758
15 2037181758
16 20237181758
7 0381788
18 2087181758
19 202377181758

DO0OO0OO0OOOODOODOOOCOOOOCOODO PN
% %% %% %% %%%%%% %% o

M g PATNRTISR

Command_Injection
Command_Injection
Command_Injection
Command_injection
Command_Injection
Command_Injection
Command_Injection
Command_Injection
Command_Injection
Command_injection
Command_injection
Command_Injection
Command_injection
Command_injection
Command_injection
Command_Injection
Command_injection

Fammand inisction.

joa SfSRA

M OB BB B B B B B B 3 B M M M M M M MR

AT T T T T T T T T T Y T T Y Y YA Y



B 17 Checkmarx B ##7A
(2> 2%EFR

Checkmarx SRR 38 MU K AL | (OB TP A A1 L % 2 AT 5 3 IR R EAT 20 3%

E Siilie 3 SAAUS v EssE @sE O

clclclR

=]
Q
5]

R EEE

&
©
o E

0o

e =

< @2oelr o] mEAN 0 - 1sEE [ may)

EHEHINIEA

[l 18 Checkmarx %2 I8 7
(3)  HERE
Checkmarx H & 1~ X #RF & F4,
3. VRN
1) RWREEXRX &

Checkmarx Hy & A5 KA 447 2 g6 7] LUt & RS+ i 2 2 TR F Fr g E R,
.45 OWASP Top 10 # 7| th By i R 2L
Checkmarx + Z 4t AT 7 A KIFFEHATHE:
Input Validation and Representation: i N\J&iffo& 7~
APT Abuse: API i

Security Features: &4 &t

Errors: 4£i%

|
|
|
B Time and State: Bf 8 FfRk 4
|
B Code Quality: A K&

|

Encapsulation: 3



FHRFEAYT 5 EW:

https://checkmarx. com/resource/documents/en/34965-46298-release—

notes—for—engine—pack—9-4-2. html#UUID-0a3eb979-9886-723b—6eb8—

105che3ab79c id ReleaseNotesforEnginePack942—SupportforOWASPTopl102021

€« > C 0 a

B sac B a8 B AR

Checkmazrx

I for-engine-pack html#UUID-0a3eb . G O Gt HE OO T PEM»OMP

B siRem B #2¥4 B SA—% B3 ETLS BDfovob BT thMECMS B %A B W B3 Iffé Q 28 Bk Google B

I @ LUYIIC £AURS GIC LUIUIGUYE Q1Y IHUILUS PISVIVUS LIGIIE I GUR UpUaLes.

For more information about Engine Pack installation, see The New Delivery Model for Checkmarx SAST.

B nsE

Checkmarx One N Release Notes for Engine Pack
Checkmarx SCA
>
Chrockmam SAST Support for OWASP Top 10 2021 nstataton otes
v
Checkmarx SAST Overview S  Support for OWASP Top 10 2021
‘SAST Set Up Guide A preset query for the OWASP Top 10 2021 is available out-of-the-box with this Engine Pack. New Flow Improvements
>
SAST Release Notes v In addition to this new preset, the Engine Pack includes the following enhancements for OWASP Top 10 2021: Incremental Scan Improvements
Main Releases S Languages and Frameworks
Engine Pack Versions. o * New Results Viewer category Updates
pecase s orEnane « New queries (security rules) which extend our support for the new standard Java Framaworks: JSF,
Pack9.5.5 PrimeFaces
Previous Engine Pack « An “OWASP Top 10 2021" report format JavaSeript Frameworks:
Versions nalar
Release Notes for Engine
Pack9.54 For more information, see OWASP Top 10 2021. Python
Release Notes for Engine Technology Preview RPG,
Pack9.5.3 Scala
Release Notes for Engine
Pecks52 New Flow Improvements %
Release Notes for Engine
Pack9.51
Release Notes for Enine New Flow has been improved in the following ways:
ack9.4.5
Release Notes forEngine « New Flow now supports the following:
Pack9.4.4
Aelonse Notes for > Python Kwargs type parameters
elease Notes for Engine
Pack9.43 v
< JS Spread operators on objects and arrays
Release Notes for Engine
Pack9.42
Sapporie Cate « Where multiple classes can implement an interface, New Flow can now keeps track of which concrete type implements the
?“9“9“ and interface, and only enters the methods of that implementation into the flow analysis.
rameworks for EP 9.4.2

Vulnerability Queries for « The recording of the New Flow statistics has been improved by printing the entire statistics to the log file after the flow is
942

completed. Previously, partial statistics were printed to the log once a minute, while the flow was still running.
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Setting Up JIRA Integration

@© way 26, 2021 -

CONTENT

Before you start configuring the settings on the SAST side and link to the desired Jira server make sure that you configure the Description and Priority fields since Checkmarx requires these
fields from the Jira API.

NOTE : To configure JIRA integration, CxSAST Manager permissions are required. To enable CXSAST Scanners to configure JIRA integration, please contact Checkmarx support.

Steps
1. On the CxSAST server (in a distributed deployment: on CxManager), open the following file for editing:
C:\Program Files\C|
2. Under the appSettings element, add:
<add key="EnableIssueTracking” value="true"></add>
3. Log out of CxSAST Web Portal, if currently logged in.

config

4. Log in to the CxSAST web interface, go to Management > Connection Settings > Issue Tracking Settings, and click Add Issue Tracking System:

5. Provide the top-level URL of your JIRA server, including the protocol (http or https) and port number, and a user account with permissions for creating issues and for reading issue metadata, and
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Checkmarx One APl Documentation Advanced Search

ChecknarcOne © Checkmark Documentation / Checkmarx One / Checkmarx One Integrations ~ CI/CD Integrations  Checkmarx One GitHub Actions Configuring a ¢
Release Notes 5 Configuring a GitHub Action with a Checkmarx One Workflow Checkmank On
General Product Information 5 Checkmarx On
Checkmanx One Quick Start Guide

Checkmneon User e Configuring a GitHub Action with a Checkmarx One Workflow Conourtont

Checkmanx One Integrations

v

<

Checkmarx One External IPs You can add a Checkmarx One scan to an existing workflow o you can create a new workflow for the scan. There is an option to generate a

report which imports the results into the GitHub Security alerts.

Code Repository Integrations
CI/CD Integrations

Checkmarx One Jenkins Plugin The following section describes how to create a new workflow with a Checkmarx One scan

vov<v

Checkmar One TeamGit ) ) ) ! ) )
B © Navigate to your GitHub repository Actions tab and click New Workflow and then click on set up a workflow yourself.
Checkmarx One GitHub

Actions 3 elipielet/ DemoAll fubic R P OUmexh 1 - YRk - Trswo -

Quick Start Guide - Checkmanx

E s ©Code @ lssues I Pullrequests © Actions [ Projects M wiki  © Security 4 I Insights @ Settings

Checkmarx One GitHub

Actions Initial Setup

Configuring a GitHub Action Choose a workflow
with a Checkmarx One

Workflow

Viewing GitHub Action
Checkmark One Scan Resuts

GitHub Actions - Changelog

- " ty chalinges nd deplo S Demoin Codespaces X
Checkmar One Azure DevOps - 2 deploy an e
Plugin

Checkmanx One Maven Plugin Q

Checkmank One CLI

Integrations for CI/CD. Suggested for this repository

Setting Proxy Environment
Variables for CI/CD Plugins The code editor is shown

Using SCA Resolver in

Checkmark One CI/CD 3 elpielet/ DemoAll ~ A Oummnd - Yo - s
Integrations.

O code @ N il © Ao 0 ros D Wi O searty 4 K g © senge
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DemaAll/ github / workion
Action)

ot
SARIF Output for Checkmarx < Editnewfile  © Preview
One (Example for GitHub
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(CheckmanOng] ' Checkmarx Documentation / Checkmank One / Checkmank One Integrations / CI/CD Integrations / Checkmarx One Azure DevOps Plugin Checkmanx One A
Release Notes

Main Features
General Product Information

CheckmarOne QuiksonGuide Checkmarx One Azure DevOps Plugin rereqistes

Checkmarx One User Guide

>
Checiumanions niegstions) The Checkmarx One Azure DevOps plugin enables you to trigger SAST, SCA, laC Security and API Security scans directly from an Azure DevOps
Checkmarx One External IP: . . . . y
eckmapeOne Bxtemalibs pipeline. It provides a wrapper around the Checkmarx One CLI Tool which creates a zip archive from your source code repository and uploads it to
Code Repository Integrations
YD Integrations Checkmarx One for scanning. This plugin provides easy integration with Azure while enabling scan using the full and
v .
Checkmarx One Jenkins Plugin o flexibility of the CLI tool
Checkmarx One TeamCity
>
Plugin
Checkmarx One GitHub :
Actions > Main Features
Checkmarx One Azure DevOps
Plugir « Automatically trigger SAST, SCA, laC Security and API Security scans from Azure DevOps pipelines
Quick Start Guide - Checkmarx
One Azure DevOps Plugin « Supports adding a Checkmarx One scan as a pre-configured task or as a YAML
Installing the Azure Checkmarx
One Plugin « Supports use of CLI to scan
Checkmarx One Azure DevOps .
Plugin Initial Setup « Interface for viewing scan results summary and trends in the Azure environment
Coseting Checkmanone « Direct links from within Azure to detailed Checkmarx One scan results and reports
Pipelines in Azure
Viewing Checkmarx One « Supports Team Foundation Version Control (TFVC) based repos.
Results in Azure

Checkmarx One Azure DevOps

Plugin - Changelog

Checkmarx One Maven Plugin

Checkmarx One CLI N Prerequmtes
Integrations for CI/CD

Setting Proxy Environment
Variables for CI/CD Plugins * You have a Checkmarx One account and you have an OAuth2 Client ID and Client Secret for that account (see Creating an OAuth2 Client for
eingiSC necavegin] Checkmarx One Integrations) or you have a Checkmarx One API Key (see Generating an AP Key).
Checkmarx One CI/CD.

Integrations

Sonar Results for Checkmanx

One (Example for GitHub. In this section
Action)
SARIF Output for Checkmarx Quick Start Guide - Checkmarx One Azure DevOps Plugin

Bl 31 Checkmarx X HF#HF4%E &

6. FERXE

1) ERREER

Checkmarx X £ Web 22 & T H

<« C @ O & win-iccdc05mgj6/cxwebclient/ProjectState.aspx bd © =
@ #F L (2 Checkmarx Enterprise

O BRiE—SHEEEIT Fefox 7, EABEE— TEEXHLISSIT LIRS ? MEH—6 , YRER !

ZCHECKMARX i3} & &

V9.4 [sDLC] mEmEE ) Codebashing

=S | MERE

BV s
HEEHR HEEEE - (1201 RBEH HERE
2021/11/24 20:43
| 4 n > | mEAMN: w0 v 1EEHIR
© 2023 Checkmarx | JREEB
=== 10:21
(b @ 2023/4/17




2) WATEX

Checkmarx X #H# T 44T A AT R T AW NG # A

< X (@ @& checkmarx.com/resource/documents/en/34965-68621-checkmarx-one-cli-quick-start-guide. html#UUID-8e001f55-673e-a.. G (O %

B #a~ B i B ameg B sRen B xave B & B ETLs B3 fordob 5 sitexcMs B3 WM ES R B Iffd Q 2E Bk Google BiF
& You can obtain a curl for submitting the request for an access token, by clicking on Show details and copying the

Checkmarx One

content

v
Release Notes .
Command Line
General Product Information >
Checkmarx One Quick Start Guide
Checkmarx One User Guide - /X €
> : ps://checkmarx
Checkmanx One Integrations >
Checkmarx One CLI Tool o Checkmarx One Base URL []: htt
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Authentication for Checkmarx Checkmarx One API Key []: <paste api key>
One CLI
Using Checkmarx One CLI ./cx.exe scan create —-project-name demotest -s https://github.com/WebGoat/WebGoat.git —
Variables "High and Medium" —-file-filter "!test/" —-branch "main"
Checkmar One CLI Commands
CLI Plugin - Changelog Scan ID 46996€8-729b-4ef f-boef-65
5-484b-b16-7
Checkmarx One IDE Plugins N Ab-bif
Checkmarx One API N
Documentation
Checkmarx One Learning Tracks Initiator
Checkmarx SCA S oOrigin
Checkmarx SAST
> wait for scan to complete 46996ef8
SAST/SCA Integrations N
1AST Documentation N
‘Checkmarx Codebashing N
Supply Chain Threat nteligence
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= Cx Plugin Version: 1.1.5 | CxSast Min Version: [
8.9.0
Eclipse IDE Plugin

Eclipse Cx Plugin ion: 90.0.8 | Min m
9.0.0
IntelliJ IDE Plugin

Intelliy Cx Plugin Version: 9.00.23 | CxSast Min Version: m
9.0.0 HF3
VS IDE Plugin

Visual Studio Cx Plugin Version: 9.00.2 | CxSast Min Version:
9.0.0
Plugin for Jenkins build server

Jenkins Cx Plugin Version: 2021.3.1 | CxSast Min Version: m
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Guide

Overview
How-to
Installation

Quick Start
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4= - OWASP Mobile Top 10 2016

Category

M1-Improper Platform Usage*

M2-Insecure Data Storage*

M3-Insecure Communication*

M4-Insecure Authentication*

M5-Insufficient Cryptography*

Mé6-Insecure Authorization*

Description

This category covers misuse of a platform
feature or failure to use platform security
controls. It might include Android intents,
platform permissions, misuse of TouchlD, the
Keychain, or some other security control that is
part of the mobile operating system. There are
several ways that mobile apps can experience
this risk.

This category covers insecure data storage and
unintended data leakage.

This category covers poor handshaking,
incorrect SSL versions, weak negotiation,
cleartext communication of sensitive assets, etc.

This category captures notions of
authenticating the end user or bad session
management. This can include:

-Failing to identify the user at all when that
should be required

-Failure to maintain the user's identity when it is
required

-Weaknesses in session management

The code applies cryptography to a sensitive
information asset. However, the cryptography is
insufficient in some way. Note that anything
and everything related to TLS or SSL goes in
M3. Also, if the app fails to use cryptography at
all when it should, that probably belongs in M2.
This category is for issues where cryptography
was attempted, but it wasnt done correctly.

This is a category to capture any failures in
authorization (e.g., authorization decisions in
the client side, forced browsing, etc.). It is
distinct from authentication issues (e.g., device
enrolment, user identification, etc.).

If the app does not authenticate users at all in a

Issues
Found

Best Fix
Locations
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